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National Council on Alcohol and Drug Dependence-New Jersey, Inc.

Notice of Privacy Practices

Effective Date: April 14, 2003

Revised: June 24, 2011
This notice describes how your Health information, including drug and alcohol related information, may be used and disclosed and how you can get access to this information.  Please review it carefully and inform us if you have any questions.

SUMMARY

This Notice describes the privacy practices of the National Council on Alcohol and Drug Dependence – New Jersey, Inc. (NCADD-NJ) and our employees and other personnel.  This Notice applies to all services that are provided to you by NCADD-NJ.  NCADD-NJ is committed to maintaining the privacy of your protected health information (PHI) which includes health information about you, such as your medical record, assessments, treatment and care which have been provided to you, including alcohol and/or drug related information.  We will not disclose to anyone your involvement with NCADD-NJ, including family members, unless you give us written consent to do so or unless we would be permitted to do so by law.   
The Health Insurance Portability and Accountability Act (HIPAA) of 1996, as amended by the Health Information Technology for Economic and Clinical Health Act (HITECH), as well as the federal laws governing Confidentiality of Alcohol and Drug Abuse Patient Records, 42 U.S.C. 290dd-3 and 42 U.S.C. 290ee-3, and their accompanying regulations at 42 C.F.R Part 2, place certain obligations upon us with regard to your PHI and alcohol and/or drug information and records. They require that we keep confidential any health information that identifies you.  Certain other state confidentiality laws and regulations also place obligations upon us with regard to your health information.  We take these obligations seriously and when we need to use or disclose your PHI, including your alcohol and/or drug information and records, we will comply with the full terms of this Notice and all applicable laws and regulations.  
We must obtain your written consent before disclosing any of your health information, unless we would be permitted or required to do so by federal and/or state law.  You may revoke this consent, in writing, at any point in time except to the extent we have already taken action in reliance on it.  Anytime we are permitted to or required to share your PHI with others, we only provide the minimum amount of data necessary to respond to the need or request.
Violations of HIPAA or 42 C.F.R. Part 2 may result in civil and/or criminal liability.  In particular, any violations of the laws governing Confidentiality of Alcohol and Drug Abuse Patient Records are crimes punishable by law.  Any suspected violations of these laws and regulations may be reported to the proper authorities, including our Privacy Officer at 360 Corporate Blvd. Robbinsville, NJ, 08691 (609) 698-0599, and the Office of Civil Rights of the United States Department of Health and Human Services.  
NCADD-NJ TREATS EACH CLIENT WITH RESPECT AND DOES ITS UTMOST TO ENSURE THAT EVERY CLIENT HAS THE RIGHT:

To be treated with consideration, dignity and respect and not to be discriminated against at any time during the assessment, placement, care coordination, and case management process;

To be fully informed about all referral and placement arrangements;

To participate in the development of his/her treatment and discharge plans in accordance with program policies and procedures;

To expect a response to any request for additional services and information;

To be free from medical and physical abuse and from chemical and physical restraints;

To not be deprived of any constitutional, civil and/or legal rights by reason of participation in the WFNJ-SAI or BHI program.

To expect that all communications and record keeping pertaining to his/her care be treated as confidential, in keeping with the policy outlined in the this Notice.

If you have any questions about this notice, please contact the Privacy Officer, NCADD-NJ, 360 Corporate Blvd. Robbinsville, NJ 08691 (609) 698-0599.

Who will follow this notice

This Notice describes National Council on Alcohol and Drug Dependence-New Jersey (NCADD-NJ) practices and all employees and sub-contractors of NCADD-NJ.

Our pledge regarding health information

We understand that information about health is personal. We are committed to protecting health information, or PHI, about you.  We create a record of the care and services you receive at NCADD-NJ.  This is usually referred to as your “chart.”  We need this record to provide you with quality care and to comply with certain legal requirements.  This Notice applies to all of the records of your care generated or maintained by NCADD-NJ whether made by NCADD-NJ personnel or your health care providers and facilities from which you receive treatment. 

This Notice will tell you about the ways in which we may use and disclose health information about you.  We also describe your rights and certain obligations we have regarding the use and disclosure of health information.  We will not acknowledge your participation with NCADD-NJ to anyone, including family members and friends, unless we obtain your written consent or are otherwise required to disclose your involvement with NCADD-NJ by a court order.  Unless we obtain your written consent, we will also not disclose any information that would identify you as an alcohol or drug abuser, nor will we disclose any other health information which is protected by federal and/or state law except as otherwise permitted or required by law.  

Anytime you give your written consent, you have the right to revoke this consent, in writing, except to the extent we may have already taken action in reliance on your previously given consent.  For example, if you have received treatment services, and then later revoke your consent, we are permitted to disclose your information to your insurance company in order for payment to be obtained for those treatment services which were provided.

The law requires us to:

· Make sure that health information that identifies you is kept private; 

· Give you this Notice of our legal duties and privacy practices with respect to health information about you; and

· Follow the terms of the most recent version of this Notice that is currently in effect.

How We May Use and Disclose Health Information About You

The following categories describe different ways that we use and disclose health information.  For each category of uses or disclosures we will explain what we mean and try to give some examples.  Not every use or disclosure is a category that is listed.  However, all of the ways we are permitted to use and disclose information will fall within one of the categories.  When we say “use”, we mean the internal communication of your health information between our employees and staff members.  When we say “disclosure”, we mean the release of your health information outside of NCADD-NJ to a third-party involved in your treatment or coordination of care, whether by your written consent or as permitted or required by law. 

1. For Treatment

At NCADD-NJ, we may use health information about you to diagnose you, provide you with services or refer you to treatment or services.  We may communicate health information about you to NCADD-NJ personnel who are involved in taking care of you at NCADD-NJ.  For example, NCADD-NJ may need to tell a provider that you have been hospitalized so that we can effectively coordinate your care.    Staff of NCADD-NJ also may share health information about you in order to coordinate the different things you need.

We also may disclose health information about you to people and organizations outside NCADD-NJ who may be involved in your medical care.  Some examples are treatment providers or psychotherapists or substance abuse facilities licensed by the state of New Jersey.  We may do so only after entering into specific agreements with these individuals and organizations that your health information will be safeguarded. We will obtain your written consent before we disclose any health information to other outside individuals or organizations for treatment purposes.  We do not need your written consent to disclose health information about you to medical personnel where you need immediate treatment for a medical emergency.  

2. For Payment

We may use and disclose health information about you so that the services you receive at NCADD-NJ or treatment services authorized by us, may be billed to and payment may be collected from an insurance company or a third party.  For example, we may need to give Medicaid information about care authorized by NCADD-NJ so that it pays for your treatment.  We may also need to disclose information about you to determine eligibility for services. We must obtain your written consent to disclose information to these third-parties for payment purposes.  If you do not give us your written consent, your eligibility for and participation in certain programs and services may be affected. 

3. To Comply with Requirements of our Funders

We may use and disclose health information about you to comply with requirements of our funders such as government agencies. Our major funding sources require that we provide health information on a sample of patients for monitoring purposes. We obtain your consent for this disclosure at your first visit.

If you are a Work First New Jersey participant your eligibility to receive services through this program requires that we share information about your status and participation with the New Jersey Department of Human Services, Division of Family Development, the New Jersey Department of Human Services, Division of Youth and Family Services, the New Jersey Department of Health and Senior Services, Division of Addiction Services, and your county Board of Social Services.  You have already been informed of this and have signed authorizations for us to do so. We will limit any information released to such agencies to that minimum necessary amount needed for your participation with such agencies.

We will not disclose psychotherapy notes about you without first asking you and receiving your written authorization unless we may specifically do so by law.
4. For access to income support, social services and other programs

We may use and disclose certain health information about you for social service, entitlements, and other programs.  We will notify you about these at your initial appointment and obtain your written consent to disclose your health information for determining your eligibility, participation in or referrals for these programs.  

5. For health care operations

We may use health information about you for the internal health care operations of NCADD-NJ.  This information is necessary to run NCADD-NJ and make sure that all of our patients receive quality care.  For example, we may use health information to review our services and to evaluate the performance of our staff in caring for you.  We may also combine health information about various patients to decide what additional services NCADD-NJ should offer, what services are not needed, and whether certain new treatments are effective.  We may also communicate information to NCADD-NJ personnel for review and learning purposes. We will limit all information communicated to that minimum necessary amount needed for these activities.  

6. Appointment reminders and Treatment Alternatives

We may use and disclose health information to contact you as a reminder that you have an appointment at NCADD-NJ.  We obtain your consent for these reminders.  This means that we do not contact you unless you have informed us that it is all right to do so, and we do not leave messages from NCADD-NJ unless you have told us that it is all right to do so.  

7. Individuals involved in your care or payment for your care

Except in medical emergencies (and you are unable to consent for yourself), we will not release your health information, including identifying you as involved with NJADD-NJ, to a family member or other personal representative who is involved in your medical care without your written consent.  We will not give information to someone who helps pay for your care, such as a friend or family member, unless you specifically request that we do so and consent in writing to the disclosure.  

8. Research

We always obtain your consent before we use and disclose health information about you for research purposes.  Before you enroll in a research study you will be asked to sign an informed consent, which will describe the purpose of the study, the study procedures, its potential risks and benefits, alternatives to participation in the research study, the study’s procedures for keeping your information confidential, and any compensation you might receive.  You have the right to decline to participate in any research study and you have the right to withdraw at any time.  If you withdraw from the study, we will stop collecting health information on you for the study; however, information collected before you withdrew will be part of the study record. 

9. As required by law 
We will disclose health information about you when required to so by federal, state or local law but only to the extent necessary to respond to the request for such information.  For example, we are required to disclose certain information regarding reports of suspected child abuse and neglect to appropriate State authorities.  Unless specifically authorized by law to do so, we will obtain your written consent before disclosing any information which would identify you as an alcohol and/or drug abuser.

10. Threat to Health or Safety

We may use and disclose health information about you when necessary for medical personnel to respond to an immediate medical emergency that you have.  This means that information may be disclosed to a health care provider to provide emergency care or treatment appropriate to you.  We may also use and disclose limited health information to law enforcement officers if you have committed a crime on the premises or against NCADD-NJ personnel or threatened to commit such a crime, such as your status, name, address and last known whereabouts.  

11. Special Situations

A. Military and veterans

If you are a member of the armed forces, we may release certain health information about you as required by military command authorities in specific situations. We may also release certain health information in connection with the Veterans Administration (VA). We will otherwise obtain your written consent before we disclose health information about you to the Armed Forces or VA. 

B. Workers’ compensation or Employee assistance

We may release health information about you for workers’ compensation or similar programs.  These programs provide benefits for work-related injuries or illness.  We may also release health information about you where you participate in an employee assistance program with your employer. We will obtain your written consent before we disclose health information about you to these programs. If you refuse to consent to these disclosures, you may be ineligible for the benefits and services these programs provide.  
C. Public health risks

We may disclose health information about you for public health activities.  These activities are required by law and generally include the following:

· To report cases of CDC-defined AIDS and other reportable conditions as required by law;

· To prevent or control disease, injury or disability;

· To report births and deaths;

· To report the abuse or neglect of children, elders and dependent adults;

· To notify people of recalls of Food and Drug Administration regulated products they may be using;

· To notify a person who may have been exposed to a disease or may be at risk for contracting or spreading a disease or condition;

· To notify the appropriate government authority if we believe a patient has been the victim of abuse, neglect or domestic violence.  We will only make this disclosure if you agree or when required or authorized by law.

With the exception of reporting abuse or neglect of children, notification of product recalls, or reporting deaths, we are not permitted to release any information which would identify you as an alcohol and/or drug abuser. We will obtain your written consent where this information would be required to be released for these purposes.  

D. Health oversight activities

We may disclose health information to a health oversight agency for activities authorized by law.  These oversight activities include, for example, audits, investigations, inspections, and licensure.  These activities are necessary for the government to monitor the health care system, government programs, and compliance with civil rights laws.  We will enter into specific written agreements with these agencies prior to disclosing any of your health information to them.   

E. Lawsuits and disputes

If you are involved in a lawsuit or a dispute, we may only disclose health information about you in response to a lawfully issued 42 C.F.R. Part 2 court order or pursuant to your written consent.  We may also disclose health information about you in response to a subpoena, discovery request, or other lawful process by someone else involved in the disputer, but only if you have consented in writing to the disclosure, or a court has ordered the release of the information through a lawfully issued 42 C.F.R. Part 2 court order.  We may disclose your health information to a judge but only for purposes of determining whether a court order authorizing the release of the information is appropriate.  

F. Law enforcement

We may release health information if required to do so by law enforcement officials:

· In response to a court order lawfully issued under 42 C.F.R. Part 2; and
· Where you have committed a crime at NCADD-NJ or against our personnel, or you have threatened to commit such a crime.
G. Coroners, medical examiners and funeral directors

We may release limited health information to a coroner or medical examiner concerning cause of death or vital statistics.  This may be necessary, for example, to identify a deceased person or determine the cause of death.  We may also release such health information about deceased patients of NCADD-NJ to funeral directors as necessary to carry out their duties.

H.   Inmates

If you are an inmate of a correctional institution or under the custody of a law enforcement official, we may release health information about you to the correctional institution or law enforcement official.  This release would be necessary (1) for the institution to provide you with health care; (2) to protect your health and safety or the health and safety of others; or (3) for the safety and security of the correctional institution.  We will obtain your written consent before we disclose any information to the correctional institution.

Other Uses and Disclosures of health information 
Other uses and disclosures of health information not covered by this Notice or the laws that apply to us will be made only with your written consent.  If you provide us with written consent to use or disclose health information about you, you may revoke that consent, in writing, at any time.  If you revoke your permission, this will stop any further use of disclosure of your health information for the purposes covered by your written authorization, except if we have already acted in reliance on your permission.  You understand that we are unable to take back any disclosures we have already made with your permission, and that we are required to retain our records of the care that we provide to you.  If you revoke your permission, you will not be denied treatment, however, your eligibility for certain services may be affected. 

NCADD-NJ will in most cases seek your written consent before disclosing any of the following information about you.  Under certain circumstances, we may be permitted to disclose the information without your consent, but only to the extent permitted or required by state and federal law:

1. HIV/AIDS related information; 

2. Sexually transmitted disease information;

3. Drug and alcohol information; 

4. Genetic information;

5. Information related to emancipated treatment specifically sought by you as a minor. 
NCADD-NJ does not disclose your information for fundraising or marketing purposes, nor does it sell your health information to any third-party entities or individuals.  In the event NCADD-NJ would engage in these activities in the future, we would always seek your written consent prior to disclosing any of your health information for such purposes.  NCADD-NJ may, however, provide you with certain materials face-to-face, It may also communicate with you about certain services that relate to your treatment, case management or care coordinator, provided you give your written consent to receive such information by mail.   

Your Rights Regarding Health information About You

You have the following rights regarding health information we maintain about you:

1. Rights to inspect and copy

You have the right to inspect and copy health information that may be used to make decisions about your care.  [Usually,] this includes medical and billing records, but may not include some mental health information.

To inspect and/or copy health information that may be used to make decisions about you, you may ask your provider.  It is our policy that this information should be provided to you upon request.  If you feel you are having a problem obtaining health information about you, you may also submit your request in writing to the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691.  For certain information we may maintain electronically, we may provide you with a copy of your information in a reasonable electronic format upon your request.  If you request a copy of the information, we may charge a reasonable fee for the costs of copying, mailing or other supplies associated with your request or the reasonable cost of labor in supplying you with a copy in an electronic format.  

We may deny your request to inspect and/or copy in certain very limited circumstances.  A reason for the denial will be provided to you.  If you are denied access to health information, you may request that the denial be reviewed.  Another licensed health care professional chosen by NCADD-NJ will review your request and the denial.  The person conducting the review will not be the person who denied your request.  We will comply with the outcome of the review.

2. Right to amend

If you feel that health information we have about you is incorrect or incomplete, you may ask us to amend the information.  You have the right to request an amendment for as long as the information is kept by or for NCADD-NJ.

To request an amendment, your request must be made in writing and submitted to the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691, in addition you must provide a reason that supports your request.

We may deny your request for an amendment if it is not in writing or does not include a reason to support the request.  In addition, we may deny your request if you ask us to amend information that:

· Was not created by us; 

· Unless the person or entity that created the information is no longer available to make the amendment;

· Is not part of the health information kept by or for NCADD-NJ;

· Is not part of the information which you would be permitted to inspect and copy; or

· Is accurate and complete.

Even if we deny your request for amendment, you have the right to submit a written addendum, not to exceed 250 words, with respect to any item or statement in your record you believe is incomplete or incorrect.  If you indicate in writing that you want the addendum to be made part of your medical record we will attach it to your 

records and include it whenever we make a disclosure of the item of statement you believe to be incomplete or incorrect.

3. Right to an accounting of disclosures

You have the right to request an “accounting of disclosures.”  This is a list of certain disclosures we made of health information about you other than our own used for treatment, payment and health care operations, (as those functions are described above) and other disclosures not required to be accounted for pursuant to federal law.  

[To be included in Notice once Interim or Final Rule passed for Accounting of Disclosures]  You also have a right to an access report containing information regarding any accesses made to certain health information which we may maintain in an electronic designated record set. You have a right to receive an accounting of disclosures or an access report for a period of three years prior to the date of your request]

To request this accounting of disclosures [or access report], you must submit your request in writing to the Privacy Officer, NCADD-NJ, 360 Corporate Blvd., Robbinsville, NJ 08691. Your request must state a time period, which may not be longer than three years.  Your request should indicate in what form you want the list (for example, on paper, electronically).  The first list you request within a 12-month period will be free.  For additional lists, we may charge you for the reasonable costs of providing the list.  We will notify you of the cost involved and you may choose to withdraw or modify your request at that time before any costs are incurred.

4. Right to request restrictions

You may have the right to request a restriction or limitation on the health information we use or disclose about you for treatment, payment or health care operations.  You also have the right to request a limit on the health information we disclose about you to someone who is involved in your care of the payment for your care, like a family member or friend.  For example, you could ask that we not use or disclose information about a surgery you had.

We are not required to agree to your request for a restriction and in some cases the restriction you request may not be permitted under law.  If we do agree, we will comply with your request unless the information is needed to provide you emergency treatment or comply with the law.  Once we have agreed to the restriction, you have the right to revoke the restriction at any time.  Under some circumstances we will also have the right to revoke the restriction as long as we notify you before doing so; in other cases we will need your permission before we can revoke the restrictions.

To request restrictions you should inform your provider.  You may also make your request in writing to your provider, or to the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691.  In your request, you must tell us (1) what information you want to limit; (2) whether you want to limit our use, disclosure or both and (3) to whom you want to limits to apply, for example, disclosures to your spouse.

5.  Right to request Confidential Communications
You have the right to request that we communicate with you about medical matters in a certain way or at a certain location.  For example, you can ask that we only contact you by mail.

To request confidential communications, you may inform your provider or Make your request in writing to the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691. We will not ask you the reason for your request.  We will accommodate all reasonable requests.   Please specify in your request how or where you wish to be contacted.

6.  Right to copy of this notice
You have the right to a paper copy of this notice.  You may ask us or your provider to give you a copy of this notice at any time.  Even if you have agreed to receive this notice electronically, you are still entitled to a paper copy of this notice.

7.  Right to review this notice of privacy 

You have the right to carefully review this Notice before signing any forms or consents.  We will provide you with a copy of this Notice.  If you misplace or lose this Notice, you may obtain a copy of this notice at:

Our website: www.NCADDNJ.org.

To obtain a paper copy of this notice, ask your provider or contact the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691. 

changes to this notice
We reserve the right to change this notice.  We reserve the right to make the revised or changed notice effective for health information we already have about you as well as any information we receive in the future.  We will post a copy of the current notice in all our offices and on our website, www.NCADDNJ.org.  The notice will contain on the first page, in the top right-hand corner, the effective date.  In addition, copies of the notice in effect will be available at the front desk and you have the right to request a current notice at any time.

complaints
If you believe your privacy rights have been violated, you may file a complaint with NCADD-NJ or with the Secretary of the Department of Health and Human Services.  Violations of 42 C.F.R. Part 2 are crimes punishable by law and you may report any suspected violations regarding your alcohol and/or drug information to the appropriate authorities. 

To file a complaint with NCADD-NJ, contact the Privacy Officer, NCADD-NJ, 360 Corporate Blvd, Robbinsville, NJ 08691.  NCADD-NJ AND ITS PERSONNEL WILL NOT RETALIATE OR TAKE ANY ACTION AGAINST YOU IF YOU FILE A COMPLAINT.  To contact the Secretary of the Department of Health and Human Services, you can contact the Department of Health and Human Services Office of Civil Rights at 26 Federal Plaza- Suite 3313, New York, NY 10278 (212) 264-3313; (212) 264 3039 (fax).

National Council on Alcohol and Drug Dependence-New Jersey, Inc.

Acknowledgement of Uses and Disclosures of 

Protected Health Information

This acknowledgement summarizes the uses and disclosures of my protected health information (PHI), including alcohol and/or drug related information, that the National Council on Alcohol and Drug Dependence –New Jersey, Inc. (NCADD-NJ) may make throughout my participation with the NCADD-NJ as set forth in the Notice of Privacy Practices.  I understand that NCADD-NJ reserves the right to change this notice at any time as provided for in the Notice of Privacy Practices.  
I understand that my PHI will be used and shared by NCADD-NJ personnel for my assessment, diagnosis, referrals and other case coordination and management activities related to my alcohol and/or drug treatment and care or related services that I receive from providers, facilities and programs while participating with NCADD-NJ.  I understand that NCADD-NJ may be permitted to share my PHI with certain individuals, organizations and agencies with which it has written agreements requiring them to safeguard my information, such as health care service providers. At all times, I understand that NCADD-NJ will use and disclose my PHI only as set forth in its Notice of Privacy Practices.  I understand that NCADD-NJ may not otherwise use or disclose any of my PHI without my written consent unless permitted by law. 
I understand that my records are protected under the federal regulations governing confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR Part 2, and Protected Health Information under the Health Insurance Portability and Accountability Act of 1996, as amended, and the regulations thereunder, including 45 C.F.R. Parts 160 and 164, as well as state confidentiality laws and regulations.  I understand that if NCADD-NJ discloses my PHI, pursuant to my written consent or as otherwise permitted or required by law, the information may be subject to redisclosure by the third-party and may not be protected by applicable federal and state laws and regulations.
I understand that I am not required to sign this acknowledgement in order to obtain treatment. If I refuse to sign this acknowledgement, NCADD-NJ may continue to use and disclose my PHI to the extent permitted and required by law.
By signing below, I hereby acknowledge that I understand the uses and disclosures of my protected health information by NCADD-NJ as set forth in its Notice of Privacy Practices: 
____________________________________________________________________________________

Signature of recipient (or authorized representative)  /  date

____________________________________________________________________________________

Name/relationship of authorized representative (as applicable)

(Please Print)

Acknowledgement of Receipt of Notice of Privacy Practices: 

Please initial to indicate that you have received a copy of our Notice for review. _______

3.  NOTICE:  POLICIES AND PROCEDURES

POLICY:
It is NCADD-NJ’s policy to provide clients with a current version of NCADD-NJ’s HIPAA Notice of Privacy Practices (“Notice”) upon their first receipt of items or services through NCADD-NJ, and other covered programs (see policy 6, Hybrid entity).  In addition, NCADD-NJ will post the Notice in conspicuous locations and will make the Notice available to all clients upon request.  

PURPOSE:
The purpose of this policy is to explain:  (1) the client’s right to a Notice, (2) the relevant procedures NCADD-NJ must follow when providing its Notice to clients, and (3) the requirements for documentation of and revisions to the NCADD-NJ’s Notice.

I. RIGHT TO A NOTICE OF PRIVACY PRACTICES

A. Client’s right to notice.  Clients have the right to adequate notice of:

1. the uses and disclosures of Protected Health Information (PHI) that NCADD-NJ may make;

2. the clients’ rights with respect to their PHI; and 

3. the NCADD-NJ’s legal obligations regarding PHI.   

Basic notice requirements.  The Notice must be written in plain language and contain specified elements that comply with both HIPAA and 42 CFR Part 2, as well as applicable state law.  If a use or disclosure is prohibited by federal or state law, the Notice’s description of such use or disclosure must reflect the more stringent law.  

II. PROVIDING THE NOTICE TO CLIENTS

A. General rules.  NCADD-NJ must follow these rules for providing a paper copy of the most current version of the Notice to clients and the public in general.

1. NCADD-NJ must make the Notice available upon request to any person, even if they are not current NCADD-NJ clients.

2. NCADD-NJ must provide the Notice to the client no later than the date that NCADD-NJ first provides service to the client, including service delivered electronically or over the telephone.  In emergency treatment situations, the Notice will be provided as soon after the emergency as is reasonably practicable but in no case as soon thereafter as the patient is capable of rational communication.  NCADD-NJ may send the Notice to all of its clients at once, give the notice to each client as he or she comes into NCADD-NJ or contacts NCADD-NJ electronically, or by any combination of these approaches.  

3. NCADD-NJ will have the Notice available at the agency for individuals to request to take with them.

4. NCADD-NJ will post the Notice in a clear and prominent location in our offices where it would be reasonable to expect clients seeking services from NCADD-NJ to be able to read it.

B. Electronic notice.  NCADD-NJ and its programs are required to provide its Notice electronically:

1. Because NCADD-NJ maintains a web site that provides information about NCADD-NJ’s services or benefits, it must prominently post its Notice on the web site and make the Notice available electronically through the web site.

2. NCADD-NJ may provide the Notice to an individual by e-mail, if the individual agrees to receive materials electronically and the individual has not withdrawn their agreement.  If and when NCADD-NJ knows that the e-mail transmission failed, NCADD-NJ must provide a paper copy of the Notice to the individual upon his or her first visit to NCADD-NJ after the e-mail transmission has failed.

3. If the first delivery of service to an individual is delivered electronically, NCADD-NJ must provide electronic notice automatically and contemporaneously with the individual’s first request for service.   

4. If an individual receives an electronic Notice from NCADD-NJ, he or she still has the right to obtain a paper copy of the Notice from NCADD-NJ upon request.

III. REVISIONS TO THE NOTICE

A. The right to change the Notice.  If NCADD-NJ wishes to reserve the right to change its privacy practices and apply the revisions to PHI previously created or retained, it must make a statement to that effect in the Notice.  If NCADD-NJ does not make this statement, it may still change its privacy practices, but it can apply those revised practices only to PHI that it creates or obtains in the future, after the effective date of the change.  NCADD-NJ has stated in its most current notice that it reserves the right to make changes.  
B. Making material changes to the Notice.  NCADD-NJ will promptly revise its Notice whenever there is a material change to the uses or disclosures of PHI, the individuals’ rights, the NCADD-NJ’s legal obligations, or other privacy practices stated in the Notice.


1. Whenever the Notice is revised, NCADD-NJ will make the Notice available upon request on or after the effective date of the revision and promptly make the Notice available in our offices and post the revised Notice in clear and prominent locations. 

2. After giving a client a copy of the Notice upon their first visit or delivery of service, NCADD-NJ is not required to further distribute the Notice to the client.  Even if NCADD-NJ revises the Notice, it is not required to distribute the Notice to all current and former clients.  NCADD-NJ only has to make the Notice available upon request and post the information in clear and prominent locations.  

C. Implementation of revised privacy practices.  In general, NCADD-NJ may not implement a material change to any term of the Notice before the effective date of the Notice that reflects the material change.  This means that NCADD-NJ will revise its Notice accordingly and make it available to clients before it may implement any new or different privacy practices.  
IV. DOCUMENT RETENTION REQUIREMENTS

NCADD-NJ will retain a copy of each Notice it issues for a period of six years from the date that the Notice was last in effect.  All written acknowledgements obtained from clients shall be retained likewise for a period of six years from the date of the receipt of such written acknowledgement.  

V. IMPLEMENTATION/ACKNOWLEDGMENT OF RECEIPT PROCEDURES

N.B.: THIS PROCEDURE APPLIES TO SAI/BHI CLIENTS. IT DOES NOT APPLY TO JUVENILE JUSTICE PROGRAM CLIENTS IN THE NEW PROGRAM BEGINNING JULY, 2003, OR TO OTHER NEW PROGRAMS.

FOR CLIENTS IN ANY NEW PROGRAMS BEGINNING AFTER JULY 1, 2003  DIFFERENT NOTICES AND PROCEDURES WILL BE ISSUED AS UPDATES TO THIS MANUAL. SEE THOSE UPDATES PRIOR TO PROVIDING NOTICES TO ANY CLIENTS IN SUCH PROGRAMS.

A. On or about July 1, 2003, Privacy Notices were mailed to all clients who had active files from April 14, 2003 to June 30, 2003.  Accompanying the Privacy Notice was a Consent form.  All Consents were returned by mail and forwarded to the NCADD-NJ state office. A record of them, as set forth below was maintained in the SAI database. The originals of all consents received were returned to the Care Coordinator/Case Manager or other person responsible for the client and kept in the client’s chart.  

B.  From July 1, 2003 forward each Care Coordinator/Case Manager shall provide a copy of the Notice and the Consent form to each new client, or returning client who did not have an active case between April, 14, 2003 and June 30, 2003, upon their initial visit.  The Care Coordinator/Case Manager shall request signature and initial of receipt of the Notice on the Consent form.  The Care Coordinator/Case Manager shall make a good faith effort to obtain this written acknowledgement of receipt of the Notice.  If the client signs and initials the Consent, the Care Coordinator/Case Manager shall create a record in the SAI database that it was signed and initialed. A hard copy shall be maintained in the client’s chart.  

C. If the client refuses to sign the Consent, they should be politely requested to initial the last line, which simply acknowledges receipt of the Notice. They should be informed that refusal to sign or initial will not prevent them from receiving services, but that NCADD-NJ will still be allowed to use their information to the extent permitted by law.  The Care Coordinator/Case Manager shall document the reason(s) why the client refused to sign the Consent.  In the event the client also refuses to acknowledge receipt of the Notice, also document that a good faith effort was made to obtain written acknowledgement of receipt of the Notice and the reason(s) why written acknowledgement could not be obtained. 

D.  The Care Coordinator/Case Manager records the client’s receipt of the Notice of Privacy and the client’s signature or refusal to sign the Consent in the SAI database by entering data in the release fields: Release Requested, Release Signed, or Release Refused.

THE ORIGINAL HARD COPIES OF SIGNED OR INITIALED CONSENTS SHOULD BE KEPT IN THE CLIENT’S CHART IN THE RELEASES SECTION.  A COPY OF THE NOTICE DOES NOT NEED TO BE KEPT IN THE CLIENT CHART.

[Note that upon publication of the Accounting of Disclosures Final Rule and upon publication of the HITECH Final Rule (both which are currently only in the preliminary draft stages as “Proposed Rules”), that any changes in the Notice of Privacy Practices which are marked in green will need to be added to the Notice.  Such changes, most importantly the right of an individual to receive an access report and the new time frames for an accounting and the newly created right to an access report, shall be considered material changes and the notice must be revised and made available accordingly.  We expect, at a minimum, for the HITECH Final Rule to be forthcoming in the next few months, perhaps even by the end of the summer.

Note also that in the event NCADD-NJ conducts ANY FUNDRAISING ACTIVITY in the future, the Notice must ALSO include a statement that fundraising activities may be conducted by NCADD-NJ, that the individual has a right to opt-out of receiving such fundraising communications, and how the individual may do so.]
4.  ACKNOWLEDGEMENT:  POLICIES AND PROCEDURES

POLICY:
 It is NCADD-NJ’s policy to make a good faith effort to obtain each patient’s written ACKNOWLEDGEMENT that the patient has received NCADD-NJ’s Notice of Privacy Practices (“Notice”) upon the patient’s first receipt of items or services through NCADD-NJ. 

PURPOSE:
The purpose of this policy is to explain: (1) when NCADD-NJ is required to obtain an ACKNOWLEDGEMENT, (2) the relevant procedures NCADD-NJ must follow when obtaining the ACKNOWLEDGEMENT from patients, and (3) the requirements for documentation of the ACKNOWLEDGEMENT process.  












______
I. OBTAINING AN ACKNOWLEDGEMENT

A. ACKNOWLEDGEMENT requirement. NCADD-NJ will make a good faith effort to obtain the patient’s written acknowledgement of receipt of the Notice no later than the date of first service delivery, including service delivered electronically.  This shall be obtained by the patient’s initialing  

1. In emergency treatment situations, NCADD-NJ may wait to obtain the CONSENT until reasonably practicable but in no case later than as soon thereafter as the patient is capable of rational communication.  

2. If the Notice is delivered electronically as part of first service delivery, NCADD-NJ’s system must be capable of capturing the patient’s CONSENT of receipt electronically. 
B. Patient’s failure to provide ACKNOWLEDGEMENT.  If a patient refuses or otherwise fails to provide an ACKNOWLEDGEMENT, NCADD-NJ will document its good faith efforts to obtain the ACKNOWLEDGEMENT and the reason why the ACKNOWLEDGEMENT was not obtained (e.g., the patient refused to sign the ACKNOWLEDGEMENT after being requested to do so).  NCADD-NJ is not prohibited from providing treatment or otherwise using or disclosing PHI as permitted by law if the patient does not sign an ACKNOWLEDGEMENT after having been asked to do so.  

C. Single ACKNOWLEDGEMENT.  Only one signed ACKNOWLEDGEMENT is required per patient.  We are not required to collect a signed ACKNOWLEDGEMENT every time a patient receives services.  Even if NCADD-NJ’s Notice is revised, NCADD-NJ is not required to ask patients to sign a new ACKNOWLEDGEMENT.

II. RECORD RETENTION REQUIREMENTS

NCADD-NJ is required to retain copies of any written ACKNOWLEDGEMENTs of receipt of the Notice, or, if not obtained, documentation of its good faith efforts to obtain such written ACKNOWLEDGEMENT.  NCADD-NJ must retain this documentation from the date of its creation until six years after the date when it was last in effect.

III.  IMPLEMENTATION PROCEDURES

SEE IMPLEMENTATION PROCEDURES, SECTION 1, ABOVE.

5.  GENERAL POLICY ON USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION.

POLICY:
NCADD-NJ will use and disclose PHI only as specifically permitted or required by the HIPAA privacy rules and/or 42 CFR Part 2 in accordance with NCADD-NJ’s privacy policies and procedures. Certain sensitive information may be subject to state law, such as HIV/AIDS and venereal diseases.  See Section 19. 
PURPOSE:
The purpose of this policy is to explain the standards that will be met when using and disclosing PHI.

I. INTRODUCTION WHAT INFORMATION IS COVERED BY THESE RULES: 

The HIPAA Privacy Rule covers all Protected Health Information (PHI) in the possession of NCADD-NJ. According to the Privacy Rule: 

 "Protected health information means individually identifiable health information:

(1) Except as provided in paragraph (2) of this definition, that is:

(i) Transmitted by electronic media; 

(ii) Maintained in any medium described in the definition of electronic media at §162.103 of this subchapter; or

(iii) Transmitted or maintained in any other form or medium.

1. (2) Protected health information excludes individually identifiable health information in:


(i) Education records covered by the Family Educational Rights and Privacy                  

   Act, as amended, 20 U.S.C. 1232g;

(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and

(iii) Employment records held by a covered entity in its role as employer.”
That definition is based on the definition of Individually Identifiable Health Information which is:

“Individually identifiable health information is information that is a subset of health information, including demographic information collected from an individual, and:

(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and

(i)That identifies the individual; or 

(ii)With respect to which there is a reasonable basis to believe the information can be used to identify the individual.”
42 CFR Part 2, addressing Confidentiality of Alcohol and Drug Abuse Patient Records (CADA), furthermore protects any information that would identify an individual, directly or indirectly, as an alcohol and/or drug abuser. A client’s written consent must be obtained prior to releasing any record or information which identifies the individual as an alcohol or drug abuser.  Under most circumstances, 42 CFR Part 2 will control the use and disclosure of PHI of NCADD-NJ clients.  Therefore, even if the disclosure would be permissible under HIPAA, 42 CFR Part 2 may require written authorization be obtained from the client.  
II. USE AND DISCLOSURE OF PHI:

a. Use and Disclosure distinguished. Use of PHI refers to internal sharing of information among NCADD-NJ staff members. Use of PHI would qualify as permissible internal communications for purposes of the CADA, 42 CFR Part 2.  Disclosure is the intentional or unintentional dissemination of PHI to a person or persons other than NCADD-NJ staff members. 
b. Both uses and disclosures are protected by the H.I.P.A.A. Privacy Rule.  The following sections of this Policy Manual will set out detailed rules for what use and disclosure may be made under what circumstances.  The CASA, 42 CFR Part 2, expansively protects disclosures of alcohol/drug records or information which would identify a client as an alcohol/drug abuser.  
c. In general, written consent must be obtained from the client for any disclosure of PHI in accordance with Section 19 of these policies and procedures.  PHI, however, may be used by NCADD-NJ staff members and personnel to communicate within the program the information needed in connection with their duties without written consent from the individual.  
d. At all times, Section 19 of these policies and procedures shall control and only those uses and disclosures specifically permitted by such Section may be made by NCADD-NJ personnel and Business Associates/Qualified Service Organizations.   
III. ONLY THE MINIMUM NECESSARY INFORMATION SHOULD BE USED AND DISCLOSED 

HIPAA requires that in all circumstances only the minimum amount of PHI necessary to accomplish the purpose of the use or disclosure should be used or disclosed.  

a. For Use the Privacy Rule states:
(2) Implementation specifications: minimum necessary uses of protected health information.

(i) A covered entity must identify:

(A) Those persons or classes of persons, as appropriate, in its workforce who need access to protected health information to

carry out their duties; and

(B) For each such person or class of persons, the category or categories of protected health information to which access

is needed and any conditions appropriate to such access.

(ii) A covered entity must make reasonable efforts to limit the access of such persons or classes identified in paragraph (d)(2)(i)(A) of this section to protected health information consistent with paragraph (d)(2)(i)(B) of this section.

b. For Routine Disclosures. 
“(i) For any type of disclosure that it makes on a routine and recurring basis, a covered entity must implement policies and procedures (which may be standard protocols) that limit the protected health information disclosed to the amount reasonably necessary to achieve the purpose of the disclosure.”

c.   For All Other Disclosures

“(ii) For all other disclosures, a covered entity must:

(A) Develop criteria designed to limit the protected health information disclosed to the information reasonably necessary to accomplish the purpose for which disclosure is sought; and

(B) Review requests for disclosure on an individual basis in accordance with such criteria.

(iii) A covered entity may rely, if such reliance is reasonable under the

circumstances, on a requested disclosure as the minimum necessary for the stated purpose when:

(A) Making disclosures to public officials that are permitted under § 164.512, if the public official represents that the information requested is the minimum necessary for the stated purpose(s);

(B) The information is requested by another covered entity;

(C) The information is requested by a professional who is a member of its workforce or is a business associate of the covered entity for the purpose of providing professional services to the covered entity, if the professional represents that the information requested is the minimum necessary for the stated purpose(s); or

(D) Documentation or representations that comply with the applicable requirements of § 164.512(i) have been provided by a person requesting the information for research purposes.”

d. Minimum Necessary does not apply to:

(i) Disclosures to or requests by a health care provider for treatment;

(ii) Uses or disclosures made to the individual as permitted under paragraph (a)(1)(i) of [Section 164.503] or pursuant to an authorization under Section 164.508, except for authorizations requested by the covered entity under Sec. 164.508(d), (e), or (f); 

(iii) Disclosures made to the Secretary in accordance with subpart C of part 160 of this subchapter;

(iv) Uses or disclosures that are required by law, as described by Section 164.512(a); and

(v) Uses or disclosures that are required for compliant with applicable requirements of this subchapter.  

e.  Minimum Necessary and the CADA, 42 CFR Part 2.  The CADA does not have a minimum necessary requirement.  However, the CADA limits disclosures to the specific PHI which was consented to by the client, which description, purpose and amount must be specified on the consent form.  Furthermore, the CADA limits internal communications between program personnel to those “internal communications between or among personnel having a need for the information in connection with their duties that arise out of the provision of diagnosis, treatment or referral for treatment of alcohol or drug abuse….”  At all time, however, the HIPAA minimum necessary shall control. 
__________________________________________________________________

PROCEDURE: 

Unless or until guidance and/or standards with regard to the HIPAA minimum necessary standard are made available by the Department of Health and Human Services (HHS) as required by the Health Information Technology for Economic and Clinical Health (HITECH) Act, NCADD-NJ shall comply with the following procedures to ensure only the minimum necessary amount of PHI is used:
Minimum Necessary Internal Use: NCADD-NJ uses restricted passwords to ensure that each employee’s access to its database of client information. Various categories of employees have varying levels of access, depending on their need for different types of PHI. This procedure will be continued for all current and future employees. Access to paper records is restricted by the Physical Security Policy in this manual.
Minimum Necessary Routine External Disclosure-: NCADD-NJ operations policies list the information which is to be disclosed to providers and the various governmental agencies that refer clients to the program

Minimum Necessary Other External Disclosure-: For all other requests for information NCADD-NJ employees should carefully review the request in accordance with the language of section III (c) above, and the other NCADD-NJ policies in this manual to insure:

(1) the request is permissible under HIPAA and CADA,

(2) that only the minimum necessary information is being disclosed,

(3) that appropriate procedures are used to document and comply with the request, including, where appropriate, obtaining authorization from the client(s),

(4) that a record of the disclosure is maintained in the client’s records, in accordance with the Accounting of Disclosures Policy in this manual.

Business Associates/Qualified Service Organizations-:  NCADD-NJ shall require in all Business Associate Agreements/Qualified Service Organization Agreements that all Business Associates agree in writing to use and disclose only the minimum necessary of NCADD-NJ’s PHI that it may receive and use or disclose for or on behalf of NCADD-NJ.

Sensitive Information-:  Certain sensitive health information is subject to additional protections before it can be used and disclosed by any other person, organization or agency other than NCADD-NJ.  Therefore, NCADD-NJ shall require a separate authorization from a client prior to any sensitive information being disclosed unless such disclosure would be permitted by law.  Sensitive information shall not be accessible by NCADD-NJ staff unless it is necessary for the performance of their job responsibilities. The Privacy Officer must approve all disclosures which will be made concerning any sensitive information.   

(1) HIV/AIDS related information.  Any and all information which contains any identifying information about a client with HIV or AIDS or who is suspected of having HIV or AIDS, shall be kept strictly confidential and shall only be disclosed as follows:

i. To the client, or if deceased or incompetent, from the executor, administrator of the state or authorized representative, or the person’s spouse, domestic partner, primary caretaking partner, or if none, by another member of the person’s family.  If the client has no next of kin or authorized representative, consent may be obtained from the Commissioner of Health and Senior Services (“Commissioner”).  

ii. to qualified personnel for the purpose of conducting scientific research, but a record shall be released for research only following review of the research by an IRB constituted pursuant to federal regulation 42 C.F.R. s. 46.101 et seq.  The person who is the subject of the record shall not be identified, directly or indirectly, in any report of the research and research personnel shall not disclose the person’s identity in any manner; 

iii. To qualified personnel for the purpose of conducting management audits, financial audits or program evaluation, but the personnel shall not identify, directly or indirectly, the person who is the subject of the record in a report of an audit or evaluation, or otherwise disclose the person’s identity in any manner.  Identifying information shall not be released to the personnel unless it is vital to the audit or evaluation;

iv. To qualified personnel in medical education or in the diagnosis and treatment of the person who is the subject of the record.  Disclosure is limited to only personnel directly involved in medical education or in the diagnosis and treatment of the person;
v. To the department as required by State or federal law;

vi. As permitted by rules and regulations adopted by the Commissioner for the purpose of disease prevention and control (i.e., mandatory communicable disease reporting);

vii. In all other instances authorized by State or federal law;

viii. By order of court upon application showing good cause to release the records. 

(2) Venereal disease (STD) information.  No information, including the name, address or identity, of a client with an STD may be released without written authorization unless: 

i. to the individual’s own physician or to a health authority, provided that such physician or health authority may disclose the name, address or identity of such person when and only when the physician or health authority shall deem such disclosure necessary in order to protect the health or welfare of the person or of his family or of the public;

ii. to the New Jersey Department of Health, as required by N.J.S.A. 26:4-15;

iii. in the event of prosecution, to a prosecuting officer or to the court.

iv. Documents, records or reports containing such information may be examined in connection with any claim for compensation or damages for personal injury or death resulting from the prosecution referenced above by any person authorized by law to make such examination.

(3) Information related to emancipated treatment for alcohol and/or drug use or abuse sought by a minor.  In general, a minor who has sought treatment for alcohol and/or drug use or abuse independently shall be treated as the minor’s own “personal representative” and all written consents must be obtained from that minor.  Disclosures without the minor client’s consent may be made to the parent, guardian or personal representative if the program director judges that:

i. A minor lacks capacity because of extreme youth or mental or physical condition to make a rational decision on whether to consent to a disclosure to his or her parent, guardian or other person authorized under State law to act in the minor’s behalf, and
ii. The minor’s situation poses a substantial threat to the life or physical wellbeing of the minor or any other individual which may be reduced by communicating relevant facts to the minor’s parent, guardian, or other person authorized under State law to act in the minor’s behalf. 
PRIOR TO MAKING A NON-ROUTINE DISCLOSURE, EMPLOYEES MUST OBTAIN CLEARANCE FROM THE PRIVACY OFFICER. 

6.  REQUESTING ADDITIONAL PRIVACY: POLICIES AND PROCEDURES
POLICY:
It is NCADD-NJ’s policy to evaluate all consumer requests for additional restrictions on the use and disclosure of their PHI on a case-by-case basis in compliance with the procedures set forth below.  NCADD-NJ will also accommodate a consumer’s reasonable request to receive communications from NCADD-NJ by alternative means or at alternative locations, if the consumer specifies the alternative means or location.  

PURPOSE:
The purpose of this policy is to explain:  (1) when a consumer has a right to request that NCADD-NJ restrict the use or disclosure of their PHI, (2) when a consumer has a right to request that NCADD-NJ send communications of PHI by alternative means or at alternative locations, and (3) the procedures that NCADD-NJ must follow to handle these requests.

I. RIGHT TO REQUEST RESTRICTION OF USES AND DISCLOSURES
A.
Consumer’s right to request restrictions.  A consumer may request additional restrictions on NCADD-NJ’s use and disclosure of their PHI when the PHI is used or disclosed for the following purposes: 

1.
to carry out treatment, payment, or health care operations; 



2.
to persons assisting in the consumer’s care; or

3.
to friends, caregivers, or family members for notification purposes.
B.
Consumer’s absolute right to request restrictions.  A consumer may request, and must be granted by NCADD-NJ, restrictions on a use or disclosure of PHI where the PHI:

1.  
Is disclosed to a health plan for treatment or health care operations purposes (and the disclosure is not otherwise required by law); AND


2. 
Pertains solely to a health care item or service for which the health care provider or NCADD-NJ has been paid for in full and out of pocket by the consumer.
C.
Agreeing to a restriction.  Under HIPAA, NCADD-NJ is not required to agree to a request for a restriction, except as provided above. However clients may request additional restrictions, and if the Privacy Officer approves, NCADD-NJ will abide by the additional restrictions agreed upon. 

1.
If NCADD-NJ agrees to a restriction it must document the agreement in the client’s chart, and may not use or disclose PHI in violation of the restriction except in the following circumstances:

a.
emergency treatment situations;

b.
disclosures permitted without a consumer’s permission; and 

c.
disclosures made to the federal government during an investigation of NCADD-NJ’s compliance with the HIPAA privacy rules.  

2.
If the restricted PHI is disclosed in an emergency treatment situation, NCADD-NJ must ask the health care provider to whom it is disclosed not to use or disclose the PHI for other purposes.  


C.
Terminating a restriction.  NCADD-NJ may terminate its agreement to a restriction if:
1. 
the consumer agrees to or requests the termination in writing;

2.
the consumer orally agrees to the termination and NCADD-NJ documents the oral agreement by a notation in the consumer’s chart.

3.
NCADD-NJ informs the consumer that it is terminating its   

agreement to the restriction, if this termination will not be in violation of HIPAA. In this situation, the termination is effective only for the PHI created or received after NCADD-NJ has informed the consumer of the termination.

II.
RIGHT TO REQUEST ALTERNATIVE COMMUNICATIONS

A.
Consumer’s right to request alternative communications.  Unlike requests for additional restrictions on uses and disclosures, which NCADD-NJ is free to grant or deny, NCADD-NJ must accommodate reasonable requests by consumers to receive communications of PHI from NCADD-NJ by alternative means or at alternative locations.  For example, a consumer may request that NCADD-NJ communicate with them at the consumer’s place of employment, by mail to a designated address, or by telephone to a certain phone number.

B.
Writing requirement.  NCADD-NJ may require the consumer to make a request for alternative communication in writing.

C.
Refusing requests.  NCADD-NJ may refuse to accommodate a request if the consumer has not provided information as to how payment, if applicable, will be handled, or has not specified an alternative address or other method of contact.

D. Reasons for requests.  NCADD-NJ may not require the consumer to give a reason for the request as a condition of accommodating the request.

III.
DOCUMENTATION AND RECORD RETENTION REQUIREMENTS
NCADD-NJ must document any restriction that it accepts, and must retain the documentation until six years after the date the restriction was last in effect.  
7.  SECURITY OF PHYSICAL COPIES OF PROTECTED

HEALTH INFORMATION

POLICY: 
It is the policy of NCADD-NJ to safeguard the confidentiality of all client PHI and client alcohol and/or drug related information.  NCADD-NJ shall ensure that all client charts shall be appropriately secured when not in use to prevent unauthorized and/or inadvertent uses or disclosures of client PHI.  

PURPOSE:  
The purpose of this policy is to set forth the procedures through which client charts are appropriately secured when not in use.  

I. Client Charts

a. Client Charts are to be kept in locked file cabinets or a locked desk when not actually in use. No more than 3 charts are to be at any employee’s desk at any one time unless all charts are actually being referred to on a constant basis. 

b. After the employee is finished with the 3 charts they are using they are to be promptly returned to the file cabinets. 

c. During the workday the file cabinets containing charts are to be locked unless an employee is actually removing, returning, or filing charts. 

II. Keys

a. The keys for the filing cabinets are to be kept by one employee, when feasible, designated by the appropriate supervisor at each site. All other employees will retrieve the key from the designated employee when they need to open a file cabinet and return it when they have finished accessing the files.

d. A second employee shall be designated to keep the keys when the usual one is not at work on a particular day.

e. The keys shall not be kept in plain sight.

f. The employee designated to keep the keys shall be responsible for checking that all file cabinets are locked at the end of the workday. If any employee wishes to work with the files after hours they shall make arrangements with the employee designated to keep the keys. [Virtually all the information in the charts is also in the electronic data systems and may also be accessed there without the physical charts.]

III. Charts at Employee Workstations.

a. When an employee has client charts at a workstation they should not leave the workstation unattended without locking the charts in a locking drawer or file cabinet at the workstation. This applies to leaving the workstation to perform an assessment.

b. Visitors to workstations, including other clients, should not be allowed to see the contents or the labels of client charts or other client records.  All such charts or records shall be secured, to the extent reasonably practicable, prior to any visitors and/or clients being permitted in the proximity of the applicable workstation.

c. The keys for locking workstation drawers or file cabinets should not be left at the workstation when the employee is out of the workstation.

IV. Reports, Indexes, Binders, Electric Storage, or other documents containing PHI.

a. Any reports, indexes, binders or other documents containing identifying information for clients should be kept in locked drawers or locked cabinets at employee workstations, or in the main client chart file cabinets.

b. Any external hard-drives, CDs, DVDs, USB thumb-drives, etc., containing client data must be kept locked at all times.  Any identifying information for clients kept on such removable media may NOT be removed from the premises without prior permission from the Privacy Officer.  

V. Faxes and Fax Machines.

a. Faxes containing PHI shall all be accompanied by a coversheet like the one attached to this Policy Manual. 

b. Faxes containing PHI should not be sent to fax machines that NCADD-NJ has not previously identified as being in the control of the person or agency to whom the fax is addressed and located in a secure area. If an employee becomes aware that faxes are being sent to a machine that is not located in a secure area they should report it to the Privacy Officer and follow the steps below when it has been identified that confidentiality has been breached.

c. Fax machines used to transmit PHI should be in secure areas, and the faxes should not be left on or around the machine for more than a few minutes. Fax Confidentiality Notice.

d. Fax Transmittal Sheets. All fax transmittal sheets must be de-identified. Under no circumstances should a full name, date of birth, or social security number ever be used; the client’s first name and last initial is permitted or the client’s WFNJ Number.

e. The Following should appear near the top of any facsimile transmission sheet for a fax containing PHI sent by any NCADD-NJ employee, either internally or externally. It does not need to appear on faxes that do not contain PHI.

“CONFIDENTIAL HEALTH INFORMATION COMMUNICATION.  This fax message and/or its attachments contains Health Information which is protected by Federal Law. Any unauthorized use or disclosure of this information is strictly prohibited. If you are not the person who is the intended recipient of this message you must not view, retransmit, make a hard copy, use or disseminate this fax or any attachments to it. If you have received this Fax in error please immediately notify the sender or telephone NCADD-NJ at (609) 689-0599 to arrange for return of these documents at no cost to you.”

PROHIBITION ON REDISCLOSURE OF INFORMATION 

CONCERNING CLIENT IN ALCOHOL OR DRUG ABUSE TREATMENT

This notice accompanies a disclosure of information concerning a client in alcohol/drug abuse treatment, made to you with the consent of such client.  This information has been disclosed to you from records protected by federal confidentiality rules (42 CFR Part 2). The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 CFR Part 2.  A general authorization for the release of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patient. 

VI. Removal of Client Charts from NCADD-NJ Offices.
a. Client charts may not be removed from NCADD-NJ offices for any reason other than by a supervisor to be handed off to another supervisor for the purposed of transferring the case out of county. Transport of all client records must be kept in a locked travel case.  Client records must remain at all times on the person of the supervisor.  Client records are not to be left unattended for any reason at any point in time .   

b. Client charts may not be taken home to work at home. 

c. Client charts may not be removed from NCADD-NJ offices for clinical rounds. In the event that it is necessary to transport any client information to grand clinical rounds, no information identifying the client other than his or her NCADD-NJ case number, shall be on the documents. Documents needed for monthly clinical rounds should be printed out of the data system in the Regional Office and duplicated there, should have identifying information removed (other than NCADD-NJ case number) and destroyed after rounds.

d. Any other removal of PHI from an NCADD-NJ office must be approved by a Regional Director or the Privacy Officer.

e. Any removal of PHI form an NCADD-NJ office must be carried out using the minimum necessary information to accomplish the specific purpose for which the information is being removed.

8. COMPUTER SECURITY FOR PROTECTED HEALTH INFORMATION.

POLICY:
NCADD-NJ ensures that all Protected Health Information on its Computer Systems is secured from access by unauthorized persons, and that access by NCADD-NJ employees is limited to the minimum necessary to perform the functions permitted by the HIPAA Privacy Rule.  NCADD-NJ’s computer systems containing Protected Health Information will also comply with the HIPAA Security Rule.

PURPOSE: The purpose of this policy is to set forth the procedures for safeguarding access to the NCADD-NJ Computer Systems and any PHI maintained therewithin.  
I. Blackout Screens.  All computer terminals accessing PHI will be set so that a blackout screen or screensaver will automatically remove all data from the monitor screen when the computer is not used for 2 minutes. Passwords will be required to return data to the screen.

II. Passwords. 

a. All access to databases containing PHI will be by individual password only. Passwords allowing the necessary level of access to PHI will be assigned by central administration. This includes but it not limited to Microsoft Outlook and Outlook Express email systems, web-based email system, the SAI Database Systems, Peer to Peer networking.  

b. Differing job titles will have differing levels of access, depending on the necessary information necessary to perform the job duties of the respective titles. NCADD-NJ employees who are not involved in the SAI or BHI programs, or the necessary administration of the SAI or BHI database, will have passwords which do not allow access to any PHI.

c. Under no circumstances are employees to allow any other person to have access to their passwords.  Employees may not allow any other person to access the Computer Systems or take any action in databases containing PHI while they are logged on.  

d. When any employee is terminated for any reason, or voluntary resigns employment, their password will be removed from the system immediately.  The Human Resources Manager contacts the Information Technology Department to remove the user from the database and to de-activate their email account and database access. 
III. Additional Security Measures.
a. The IT Department will perform an Operations Evaluation of the existing NCADD-NJ structure to determine which machines are considered ‘public’ machines. To the extent that it is necessary to provide access to databases containing PHI from these machines, software will be installed that allows for the tracking of use of various programs by the following: Time, Dates, Name and length of Usages.  This program would be assigned to any of our databases or places where public data is accessed.

b. Backend, Router or ‘Anti-Hack’ HIPAA Protection. A Cisco Router Certified Technician perform a Data & Connectivity Audit.  This is usually a 4-5 hour audit and the entire network security and traffic.  The second step would be to react and correct where the most vulnerable parts of the network are.  This could require but is not limited to upgrading hardware, adding addition Firewalls, or changing password schematics on the Network systems.

IV. E-mail Messages.  
a. All email correspondence must be de-indentified.  Under no circumstances should a full name, date of birth, or social security number ever be used. The client’s first name and last initial is permitted or WFNJ Number. 

b. The following should appear above the text of any e-mail message containing PHI sent by any NCADD-NJ employee, either internally or externally. It does not need to appear on e-mails that do not contain PHI.

“CONFIDENTIAL HEALTH INFORMATION COMMUNICATION.  This e-mail message and/or its attachments contains Health Information which is protected by Federal Law. Any unauthorized use or disclosure of this information is strictly prohibited. If you are not the person who is the intended recipient of this message you must not view, retransmit, make a hard copy, use or disseminate this e-mail or any attachments to it. If you have received this e-mail in error please immediately notify the sender by return e-mail or telephone NCADD-NJ at (609) 689-0599 and delete this message.”

PROHIBITION ON REDISCLOSURE OF INFORMATION CONCERNING CLIENT IN ALCOHOL OR DRUG ABUSE TREATMENT

This notice accompanies a disclosure of information concerning a client in alcohol/drug abuse treatment, made to you with the consent of such client.  This information has been disclosed to you from records protected by federal confidentiality rules (42 CFR Part 2). The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 CFR Part 2.  A general authorization for the release of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patient. 

V. Procedure for Unintended Breach of Confidentiality.  
If it is determined that private health information has been communicated to an unintended party, such as via fax, email, mail, or other route of transmission, the following steps must be taken immediately:

a. Instruct the person in receipt of client information to immediately destroy the documents and obtain their reasonable assurance that any client information will not be further used or disclosed.

b. Inform your immediate supervisor and the NCADD-NJ Security Officer that confidential client information was unintentionally sent to an unintended party. Action will be taken as appropriate in accordance with the Security Breach and Incident Response Procedures in Section 22.  

c. Document in the client’s service log that the information was unintentionally sent to an unintended party and the steps taken for corrective action. 
VI. Business Associate Access to NCADD-NJ Databases Containing PHI.

Discussions will be held with the governmental agencies that have access to NCADD-NJ databases which contain PHI concerning their security of access to those databases. NCADD-NJ understands that such access is necessary for operations and payment for client treatment, and will seek only to ensure that procedures to prevent violations of privacy requirements and data security requirements as a result of such access.

9. DISCLOSURE TO JUVENILE JUSTICE COMMISSION 
POLICY:
NCADD-NJ provides assessment and evaluation services for persons referred by the New Jersey Juvenile Justice Commission. NCADD-NJ does not provide care coordination, or referrals under this program. 42 CFR 2.35 contains specific requirements for disclosure of such information, requiring written consent and limiting the further disclosure of the information. 
PURPOSE:
To set forth procedures to be followed in communication of PHI to the New Jersey Juvenile Justice Commission.
I. THE REGULATION

“Sec. 2.35 Disclosures to elements of the criminal justice system which 

  have referred patients.

    (a) A program may disclose information about a patient to those 

persons within the criminal justice system which have made participation 

in the program a condition of the disposition of any criminal 

proceedings against the patient or of the patient's parole or other 

release from custody if:

    (1) The disclosure is made only to those individuals within the 

criminal justice system who have a need for the information in 

connection with their duty to monitor the patient's progress (e.g., a 

prosecuting attorney who is withholding charges against the patient, a 

court granting pretrial or posttrial release, probation or parole 

officers responsible for supervision of the patient); and

    (2) The patient has signed a written consent meeting the 

requirements of Sec. 2.31 (except paragraph (a)(8) which is inconsistent 

with the revocation provisions of paragraph (c) of this section) and the 

requirements of paragraphs (b) and (c) of this section.

    (b) Duration of consent. The written consent must state the period 

during which it remains in effect. This period must be reasonable, 

taking into account:

    (1) The anticipated length of the treatment;

    (2) The type of criminal proceeding involved, the need for the 

information in connection with the final disposition of that proceeding, 

and when the final disposition will occur; and

    (3) Such other factors as the program, the patient, and the 

person(s) who will receive the disclosure consider pertinent.

    (c) Revocation of consent. The written consent must state that it is 

revocable upon the passage of a specified amount of time or the 

occurrence of a specified,

ascertainable event. The time or occurrence upon which consent becomes 

revocable may be no later than the final disposition of the conditional 

release or other action in connection with which consent was given.

    (d) Restrictions on redisclosure and use. A person who receives 

patient information under this section may redisclose and use it only to 

carry out that person's official duties with regard to the patient's 

conditional release or other action in connection with which the consent 

was given.”

II. PROCEDURE
A form has been developed to meet the requirements of this provision:  

NCADD HIPAA JJC O30. This form should be signed prior to any assessment of a client referred by the Juvenile Justice Commission. 

10. REQUEST FOR CONFIRMATION THAT PERSON IS A CLIENT 

POLICY:
The Confidentiality of Alcohol and Drug Abuse Treatment Rules do not permit confirmation that a person is a client of the SAI or BHI without the client’s written authorization. Therefore it is NCADD-NJ’s policy not to disclose such information without written authorization from the client. 
PURPOSE:
To ensure that clients’ eligibility for or receipt of alcohol or drug abuse treatment is not disclosed except as permitted by the applicable regulations. 

PROCEDURE:

I. REQUESTS FOR DISCLOSURE OF CLIENT PARTICIPATION OR ELIGIBILITY BY NJ DAS, NJDFD, NJDYFS, NJJJC AND COUNTY WELFARE AGENCIES AND TREATMENT PROVIDERS.

Disclosure to these agencies is necessary for the administration of the program and to provide social service benefits to the client while in treatment. Authorizations signed by the client at the time of referral and at the time of assessment permit disclosure to the appropriate entities for the type of referral that the client has received. NCADD-NJ personnel who receive request for confirmation of status of a client from any of these agencies must confirm that an appropriate authorization for the agency requesting confirmation has been signed and is in effect before disclosing any information regarding the client.  In the event an authorization is not in effect for the agency, the NCADD-NJ personnel must respond that they are unable to confirm or deny the participation or eligibility of any client in accordance with federal law.  In the event information is requested for an individual who is not and has never been a client of NCADD-NJ, personnel may state that such individual is not and has never been a client.  

II. ALL OTHER REQUESTS FOR DISCLOSURE OF CLIENT PARTICIPATION OR ELIGBILITY.
All other requests for confirmation of participation or eligibility should be met with a statement that NCADD-NJ is unable to confirm or deny the participation or eligibility of any client in accordance with federal law. 

11.  ACCOUNTING OF DISCLOSURES: POLICIES AND PROCEDURES
POLICY:
It is NCADD-NJ’s policy to provide clients, upon request, a timely accounting of certain disclosures of their PHI and provision of an access report as required by law.

[NOTE:  HITECH changes these procedures and the Proposed Rule will set forth modifications to the Accounting of Disclosure requirements AND creates a new right to an Access Report.  Until these changes take effect, however, this policy should remain as it was prior to the revisions set forth below.  When this policy does take effect, the Notice of Privacy Practices MUST be revised and distributed accordingly to inform individuals of their right to request and receive an access report.] 
PURPOSE:
The purpose of this policy is to establish a process by which NCADD-NJ will respond to clients’ requests for an accounting of NCADD-NJ’s disclosures and access report of uses and disclosures of their PHI.

I.
RIGHT TO AN ACCOUNTING OF DISCLOSURES

A.
Basic right to an accounting.  The client has a right to receive an accounting of disclosures of their PHI made by NCADD-NJ and its business associates for the three-year period prior to the date of the request. A client may only request an accounting of disclosures of PHI maintained by NCADD-NJ in a designated record set.  This applies to both PHI disclosed in paper and electronic format. 

B.
Exceptions to the accounting requirement.  NCADD-NJ is only required to provide an accounting of disclosures for PHI maintained in a designated record set of the following:

1. 
Disclosures not permitted by this subpart, unless the individual has received notification of the impermissible disclosure pursuant to § 164.404;

2. 
For public health activities as provided in § 164.512(b), except disclosures to report child abuse or neglect pursuant to § 164.512(b)(1)(ii);

3. 
For judicial and administrative proceedings as provided in § 164.512(e);

4. 
For law enforcement purposes as provided in § 164.512(f);

5. 
To avert a serious threat to health or safety as provided in § 164.512(j);

6. 
For military and veterans activities, the Department of State’s medical suitability determinations, and government programs providing public benefits as provided in § 164.512(k)(1), (4), and (6); and

7. 
For workers’ compensation as provided in § 164.512(l).

NCADD-NJ need not account for a disclosure if the disclosure is required by law, unless for law enforcement purposes or judicial and administrative proceedings as set forth above. 

C.
Suspension of accounting.  A health oversight agency or law enforcement official may request that NCADD-NJ temporarily suspend the client’s right to receive an accounting of certain disclosures made to the health oversight agency or law enforcement official.  Upon appropriate request, NCADD-NJ must temporarily suspend a client’s right to receive an accounting of these disclosures for the time specified by such agency or official, if such agency or official provides NCADD-NJ with a written statement that (i) an accounting to the client would be reasonably likely to impede the agency’s activities; and (ii) specifies the time period for which a suspension is required.  But if that agency or official statement is made orally to NCADD-NJ, NCADD-NJ must:

1. document the statement, including the identity of the agency or official making the statement; 

2. temporarily suspend the client’s right to an accounting of those disclosures subject to the statement; and 

3. limit the temporary suspension to no longer than 30 days from the date of the oral statement, unless a written statement from the agency or official is submitted during that time. 

In any event, NCADD-NJ shall provide the individual with an accounting of all other disclosures which are not subject to the suspension.  

D.
Time period for action.  NCADD-NJ will act on a client’s request for an accounting no later than 30 days after receipt of such a request, in one of the following ways:

1.
NCADD-NJ will provide the client with the accounting requested; or

2.
if NCADD-NJ is unable to provide the accounting within 30 days of receipt of the request, NCADD-NJ may extend the time to provide the accounting once, by no more than 30 days, IF NCADD-NJ, within 30 days of receipt of the request, provides the client with a written statement of the reasons for the delay and the date by which NCADD-NJ will provide the accounting.

E.

Fees for providing an accounting.  NCADD-NJ must provide the first accounting to a client in any 12-month period without charge.  NCADD-NJ may impose a reasonable, cost-based fee for each subsequent request for an accounting by the same client within the same 12-month period.  If a fee will be charged, NCADD-NJ will inform the client in advance of the fee and provide the client an opportunity to withdraw or modify the request for a subsequent accounting to avoid or reduce the fee.

II.
REQUIRED CONTENTS OF AN ACCOUNTING OF DISCLOSURES

A.
Core elements.  An accounting of disclosures must be in writing and must contain the following elements for each disclosure:

1. the date of the disclosure, if known, or if not, the approximate date, which shall include at a minimum the month and year or a description of when the disclosure occurred so that the individual can readily determine the month and year of the disclosure;
2. the name of the entity or person who received the PHI, except to the extent it would constitute PHI of another patient (e.g., may state “another patient, another client”);

3. the address of the entity or person who received the PHI, if known, except to the extent it would constitute PHI of another patient;

4. a brief description of the type of the PHI disclosed; and
5. either (a) a brief statement of the purpose of the disclosure that reasonably  

informs the client of the basis for the disclosure, or (b) a copy of a written request for a disclosure made pursuant to NCADD-NJ’s policy for disclosures to government entities.

B.
Multiple disclosures.  For certain disclosures that occur on a regular basis, other than disclosures listed in section I.B. above, NCADD-NJ may provide a summary accounting addressing the series of disclosures rather than a detailed accounting of each disclosure.  

1.
When a summary accounting is permissible.  A summary accounting for multiple disclosures is permissible if, during the period covered by the accounting, NCADD-NJ has made multiple disclosures of PHI:

a.
for a single purpose to HHS so it may investigate or determine NCADD-NJ’s compliance with the rules; or 

b.
to the same person or entity for a single national priority purpose (as set forth in NCADD-NJ’s policy regarding national priority disclosures).

c.
pursuant to a single authorization from the client.

2.
Required information for a summary accounting.  Rather than include all of the core elements listed in section II.A. above for every disclosure in a series of disclosures, NCADD-NJ may limit the accounting to the following information:

a.
the core elements (set forth in Section II.A. above) for the first disclosure during the accounting period;

b.
the frequency or number of the disclosures made during the accounting period; and

c.   the date of the first disclosure and the date of the most recent disclosure in the series during the accounting period or an approximate period of time within which the disclosures occurred (e.g., monthly between December 2010 and present).

C.
Disclosures made by Business Associates/Qualified Service Organizations.  NCADD-NJ shall ensure that all disclosures made by Business Associates/Qualified Service Organizations for or on behalf of NCADD-NJ are included in the accounting provided to the individual.  In the alternative, if agreed to by NCADD-NJ and the Business Associate(s)/Qualified Service Organization(s), NCADD-NJ may provide an accounting for all disclosures made by NCADD-NJ, and a list with the contact information for the Business Associate(s)/Qualified Service Organization(s) that the individual may seek an accounting from directly.  
D.
Limiting the accounting period.  NCADD-NJ must provide a client with the option of limiting the accounting to a particular time period, type of disclosure or recipient upon his or her request. 
E.
Provision of the accounting.  NCADD-NJ must provide the accounting in the form (e.g., paper or electronic) and format (e.g., compatibility with a specific software application) requested by the individual if readily producible in such form and format.  If the form and format requested by the client is not readily producible, NCADD-NJ may provide a hard copy or the client and NCADD-NJ may determine if another form and format is acceptable.
III.
RIGHT TO AN ACCESS REPORT

A.
Basic right to an access report.  The client has a right to receive an access report that includes all access to, or uses, of PHI maintained in an electronic designated record set by NCADD-NJ and/or its Business Associates/Qualified Service Organizations for the three-year period prior to the date of the request. A client may only request an accounting of disclosures of electronic PHI to the extent it is maintained in an electronic designated record set.  Therefore, this procedure does NOT apply to any paper PHI or any electronic PHI which is not maintained in an electronic designated record set. 

B.
Access Report Requirements.  All NCADD-NJ electronic designated record set systems shall create a distinct “access log” which shall be used to create an access report for a client upon his or her request.  The access logs shall capture all accesses to electronic PHI in NCADD-NJ’s electronic designated record set(s), whether maintained in one system or multiple systems.  The access logs or reports from each system shall be aggregated into a single access report to be provided to the client upon his or her request. The access report shall not distinguish between a “use” of PHI or a “disclosure” of PHI.  As such, any access to electronic PHI in an electronic designated record set, even if for treatment, health care operations or payment purposes, shall be captured by the access report and provided to the client.  This shall NOT apply to any uses or disclosures of PHI for treatment, health care operations or payment purposes which are not through an electronic designated record set, or which are on paper.      
C.
Time period for action.  NCADD-NJ will act on a client’s request for an access report no later than 30 days after receipt of such a request, in one of the following ways:

1.
NCADD-NJ will provide the client with the access report requested; or

2.
if NCADD-NJ is unable to provide the access report within 30 days of receipt of the request, NCADD-NJ may extend the time to provide the access report once, by no more than 30 days, PROVIDED THAT NCADD-NJ, within 30 days of receipt of the request, provides the client with a written statement of the reasons for the delay and the date by which NCADD-NJ will provide the access report.

D.

Fees for providing an access report.  NCADD-NJ must provide the first access report to a client in any 12-month period without charge.  NCADD-NJ may impose a reasonable, cost-based fee for each subsequent request for an access report by the same client within the same 12-month period.  This fee may include the reasonable cost of including access report information from Business Associates/Qualified Service Organizations.  If a fee will be charged, NCADD-NJ will inform the client in advance of the fee and provide the client an opportunity to withdraw or modify the request for a subsequent access report to avoid or reduce the fee.

IV.
CONTENT OF AN ACCESS REPORT

A.
Core elements.  An access report must be in writing and must contain the following elements for each disclosure:

1. the date of access;
2. the time of access (at least start time, and if available, end time);

3. the name of the natural person, if available, otherwise the name of the entity accessing the electronic designated record set information (if tracked by user ID, then readily match the user name with a first name and last name in response to a request for an access report);

4. a description of what information was accessed, if available; and
5. a description of the action by the user, if available (e..g, view, create, print, modify, delete)
B.
Accesses made by Business Associates/Qualified Service Organizations.  NCADD-NJ shall ensure that all accesses made by Business Associates/Qualified Service Organizations to electronic PHI in an electronic designated record set, for or on behalf of NCADD-NJ, are included in the access report provided to the client.  Any information received from the Business Associate/Qualified Service Organization shall be aggregated with NCADD-NJ’s own access reports to create one single access report to provide to the client.  NCADD-NJ MUST obtain the information required from the Business Associate/Qualified Service Organization directly and may not require the client to obtain such information directly from such entity. 
C.
Limiting the accounting period.  NCADD-NJ must provide a client with the option of limiting the access report to a particular date, time period, or person upon his or her request. NCADD-NJ may also, at its option, provide a client with the option of limiting the access report to specific organizations which accessed the information.
D. Provision of the accounting.  NCADD-NJ must provide the access report in a format that is understandable to the client, i.e., structured in a manner so that it can be readily understandable by the client without an external aid.  The following is an example of an access report formatted so as to be understandable:

Date 

Time 

Name 


Action

10/10/2011 
02:30 p.m. 
John, Andrew 
Viewed

In contrast, the following is the same information that is not in a format that is understandable to the individual:

201110101430JOHNANDREW3
In addition, NCADD-NJ must provide the access report in the machine readable (e.g., Word, Excel, PDF) or other electronic form and format requested by the individual, or if not readily producible in such form and format, in a readable electronic form and format as agreed to by NCADD-NJ and the client.  If the readable electronic form and format is not agreed to by the client, NCADD-NJ may provide the access report in readable hard copy form.  NADD-NJ must also provide a readable hard copy form where the client requests such hard copy.  
V.
RECORD RETENTION REQUIREMENTS
A.
Required documentation.  NCADD-NJ must create and maintain the following documentation:

1. 
the core elements of each disclosure or access as set forth in Section II.A. and IV.A. above as required to generate the accounting or access report for a period of not less than three (3) years;

2. 
a copy of the written accounting or access report that is provided to the client; and

3. 
the titles of the persons or offices within NCADD-NJ responsible for receiving and processing a client’s request for an accounting or access report.

B.
Retention period.  NCADD-NJ must retain the required documentation for a period of six years from the date of its creation or the date when it was last in effect, whichever is later.  

ACCOUNTING OF DISCLOSURE PROCEDURE:
Request for Accounting of disclosures must be in writing, signed by the client and submitted to the Privacy Officer.

12.  TRAINING:  POLICIES AND PROCEDURES
POLICY:
All members of NCADD-NJ’s workforce will receive general HIPAA privacy and security training as well as training on 42 CFR Part 2 requirements.  For those members of NCADD-NJ’s workforce whose jobs involve contact with PHI, specific training will be provided regarding NCADD-NJ’s privacy policies and procedures as necessary and appropriate for each member of the workforce to carry out their functions within NCADD-NJ.
PURPOSE:
The purpose of this policy is to ensure that the workforce receives effective and timely education regarding NCADD-NJ’s privacy policies and procedures, and that an education curriculum is created and maintained to meet the needs of NCADD-NJ employees.  

I.
PRIVACY TRAINING

A.
Initial training.  Completion of privacy training is mandatory for all members of NCADD-NJ’s workforce, including management, regardless of whether workforce jobs involve contact with PHI.  Individuals who will have access to PHI for the performance of their job functions shall receive more specific and appropriate  training.   All training shall be considered when workforce members are evaluated during performance reviews.  Failure to complete privacy training will result in disciplinary action. 
B.
New workforce members.  As part of their initial orientation, all new workforce members will receive privacy training.  

C.
Additional training.  When material changes are made to a policy or procedure, all members of the workforce whose functions are affected by the change must receive training on the new policies and procedures within a reasonable time after the material change has been made.  Additional training sessions may be conducted for specific employees who have responsibilities involving specific compliance issues.  In addition, the Privacy Officer may direct specific employees to attend privacy training if the Privacy Officer believes that such training is warranted.  The Privacy Officer shall be responsible for assessing workforce members’ knowledge and compliance with the privacy and security policies and procedures, and from time to time as needed, perform periodic training as may be necessary to address any gaps or confusion in workforce members’ knowledge.  
D.
Content of training.  In privacy training, workforce members will review NCADD-NJ’s privacy policies and procedures and will discuss any changes in these policies and procedures.  The training program will focus on federal laws and regulations governing the privacy, confidentiality, and security of PHI, including but not limited to HIPAA, CADA, 42 CFR Part 2, and any more stringent state laws, including but not limited to laws and regulations governing the disclosure of HIV/AIDS, venereal diseases and other sensitive information.  All required training will be as set forth in Appendix C of this policy and procedures “Privacy and Security Awareness and Training Plan”
E.
Documentation requirements.  NCADD-NJ will document that the required training has been provided or in the alternative, why training has not been provided, in accordance with Appendices A and B attached to this policy and procedures.  Documentation will be retained in the employee file by the Personnel Director for a period of six (6) years from the date(s) of training. 

APPENDIX A
Documentation Requirement for

“Addressable” Implementation Standards:

1.  Awareness and Training


A)  It is not “reasonable and appropriate” to disseminate periodic security updates and reminders because: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to such updates and reminders:

_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
If it is not “reasonable and appropriate” to disseminate periodic security updates and reminders and there are no reasonable alternatives, the reasons why are: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
2.  Guarding Against Malicious Software

A)  It is not “reasonable and appropriate” to implement procedures for guarding against, detecting, and reporting malicious software because:


_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to implementing such procedures:
_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________

B)   If is not “reasonable and appropriate” to implement procedures for guarding against, detecting, and reporting malicious software and there are no reasonable alternatives, the reasons why are: 
_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
3. Monitoring Log-In Attempts

A)  It is not “reasonable and appropriate” to implement procedures for monitoring log-in attempts and reporting discrepancies because: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to implementing such procedures:
_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________

B)   If is not “reasonable and appropriate” to implement procedures for monitoring log-in attempts and reporting discrepancies and there are no reasonable alternatives, the reasons why are: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
4.  Passwords

A)  It is not “reasonable and appropriate” to implement procedures for creating, changing and safeguarding passwords because: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to implementing such procedures:
_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________

B)   If is not “reasonable and appropriate” to implement procedures for creating, changing and safeguarding passwords and there are no reasonable alternatives, the reasons why are: _______________________________________________________________________

________________________________________________________________________

APPENDIX B
Documentation Requirement for

“Addressable” Implementation Standards:

1.  Awareness and Training


A)  It is not “reasonable and appropriate” to disseminate periodic privacy updates and reminders because: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to such privacy updates and reminders:

_______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
B)   If is not “reasonable and appropriate” to disseminate periodic privacy updates and reminders and there are no reasonable alternatives, the reasons why are: _______________________________________________________________________


_______________________________________________________________________

_______________________________________________________________________
_______________________________________________________________________
Appendix C
PRIVACY & SECURITY AWARENESS AND TRAINING PLAN

The Privacy & Security Awareness and Training Plan should outline the following: 


(  the training program plan


(  the scope of awareness and training program


(  the goals


(  the target audiences


(  the learning objectives



(  the deployment methods, evaluation, & measurement techniques



(  the frequency of training

	Privacy & Security Training Category:
	GENERAL

	Scope of Training:
	ENTIRE WORKFORCE (including management)

	Training Responsibility:
	

	Training Frequency:
	Upon Hire, and Annual


1.  The Plan: ____________________________________________________________

2.  Goals: ______________________________________________________________ 

3.  Learning objectives: 

· Privacy & Security Reminders
· How to safeguard patient confidentiality
· Permitted and Prohibited uses and disclosures of PHI
· How to protect and guard the system from malicious software
· How to monitor log-in attempts and report discrepancies

· Password Management
· Incident reporting

· Other: ______________________________________________________________

4.  Deployment methods: ___________________________________________________________


5.  Evaluation & measurement techniques to be used: ____________________________________

	Security Training Category:
	SPECIFIC:

	Scope of Training:
	IT

	Training Responsibility:
	SECURITY OFFICER 

	Training Frequency:
	Upon Hire, and Annual


1.  The Plan: ____________________________________________________________

2.  Goals: ______________________________________________________________ 

3.  Learning objectives: _______________________________________________________
4.  Deployment methods: __________________________________________________

5.  Evaluation & measurement techniques to be used: ___________________________

	Privacy Training Category:
	SPECIFIC:

	Scope of Training:
	CLINICAL, ADMINISTRATIVE AND SUPPORT STAFF (including management)

	Training Responsibility:
	Privacy Officer

	Training Frequency:
	Upon Hire, and Annual


1.  The Plan: _________________________________________________________________

2.  Goals: ____________________________________________________________________

3.  Learning objectives: _________________________________________________________

4.  Deployment methods: _______________________________________________________

5.  Evaluation & measurement techniques to be used: ________________________________

13.  RIGHT TO ACCESS RECORDS: POLICIES AND PROCEDURES
POLICY:
NCADD-NJ shall process, in accordance with the procedures outlined below, a request to access, inspect, and/or obtain a copy of certain PHI maintained by NCADD-NJ, if the request is made by a client or their authorized representative.  It is NCADD-NJ’s policy to provide access consistent with our view that clients have a right to this information, and not to place impediments in the way of their receiving it, even if the impediment is allowed by law.  

PURPOSE:
The purpose of this policy is to establish a process for clients to access, inspect and obtain a copy of certain PHI maintained by NCADD-NJ in accordance with HIPAA.

I.
RIGHT OF ACCESS TO PHI

A.
Basic right to access.  In general, a client has a right of access to inspect and obtain a copy of their PHI held by NCADD-NJ in a designated record set, for as long as the PHI is maintained by NCADD-NJ. Exceptions to the right of access are set forth below.

B.
Written Requests.  NCADD-NJ requires clients to make a written request for their records to the Privacy Officer. 

C.
Denials without an opportunity for review.  NCADD-NJ may deny the client’s request for access without providing the client an opportunity for review of the decision in any of the following circumstances:


1.
The PHI was compiled by NCADD-NJ in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding.

2.
The PHI was obtained by NCADD-NJ in the course of research that includes treatment of the research participants, while such research is in progress, and the client previously agreed to this temporary suspension.
3.
The PHI was obtained from someone other than a health care provider under a promise of confidentiality and the access requested would be reasonably likely to reveal the source of the information

4.
The PHI is psychotherapy notes, except:


(i) to carry out treatment, payment or healthcare operations within NCADD-NJ;

(a) Use by originator of the psychotherapy notes for treatment;

(b) Use or disclosure by NCADD-NJ in training programs within NCADD-NJ in which students, trainees or practitioners in mental health learn under supervision to practice or improve their skills in group, joint, family or individual counseling; or

(c) Use or disclosure by NCADD-NJ to defend a legal action or other proceeding brought by the individual subject to a court order permitting NCADD-NJ to do so in accordance with 42 CFR Part 2. 

(ii) and a use or disclosure that is required by Sec. 164.502(a)(2)(ii) (e.g., disclosure to the client or to an individual with the client’s authorization) or permitted by Sec. 164 with respect to the oversight of the originator of the psychotherapy notes; Sec. 164.512(g)(1) (decedents); or Sec. 164.512(j)(1)(I) (serious threat to health or safety of a person – NOTE that 42 CFR Part 2 prohibits this disclosure however).  

D.
Denials with an opportunity for review.  NCADD-NJ may deny the client access, so long as the client is given a right to have the denial reviewed, if: 

1. 
A licensed health care professional has determined, in the exercise of professional judgment, that the provision of access is reasonably likely to endanger the life or physical safety of the client or another person. 

2.
The PHI makes reference to another person, other than a health care provider, and a licensed health care professional determines, in the exercise of professional judgment, that the access requested is likely to cause substantial harm to such other person.

3.
The request is made by a personal representative and a licensed health care professional determines, in the exercise of professional judgment, that the provision of access to such person is reasonably likely to cause substantial harm to the client or other person.  

E. Right to review of denial.  If NCADD-NJ denies the client access to their PHI as described in Section I.D.1-3 above, the client has the right to have the denial reviewed by a licensed health care professional who is designated by NCADD-NJ to act as a reviewing official and who did not participate in the original decision to deny access.  NCADD-NJ must provide or deny access in accordance with the determination of that official.  

F. Verification.  Prior to disclosing PHI to a person unknown to NCADD-NJ, NCADD-NJ must verify the identity of the person requesting the PHI (at a minimum, one of the following: driver’s license, birth certificate or passport) and the authority of the person to have access to the PHI requested .  In addition, NCADD-NJ must obtain any documentation, statements, or representations, whether oral or written, from the requestor when such information is a condition of the disclosure.  

II.
RESPONDING TO A REQUEST FOR ACCESS

A.
Acting on the request.  If the information is maintained or is accessible on-site, NCADD-NJ must act on a request for access within 30 days of the date NCADD-NJ received the request.  NCADD-NJ must act on a request for access within 60 days of receiving the request if the information is not maintained or accessible on-site.

1.
If NCADD-NJ grants the client’s request for access, it must inform the client that the request has been granted and provide access to the PHI.

2.
If NCADD-NJ denies the client’s request for access, it must provide the client with a written denial.

3.
If NCADD-NJ cannot act on a request within the applicable deadline, it may extend the deadline by no more than 30 days by providing the client with a written statement of the reasons for the delay and the date by which NCADD-NJ will complete its action on the request.  NCADD-NJ must provide the written statement within the original time period and may only extend the time period once. 

B.
Client Requests Information by Telephone or Fax.  Requests for PHI from a  client made by telephone or fax, provided that the request is made on an Authorization to Use or Disclose PHI form, may be accepted by NCADD-NJ. NCADD-NJ shall make the PHI available to the client or personal representative of the Individual via in-person pick-up, by regular postal mail, or through reasonable electronic format, as may be specified in the Authorization.  NCADD-NJ shall advise the client that if someone other than the client will pick-up the PHI from NCADD-NJ, the person will need to provide proof of identity and authority for pick up, and the consent form must specifically designated that person to receive the information.   

C
Provision of access.  If NCADD-NJ grants a request for access, it must comply with the following requirements.

1.
NCADD-NJ must notify the client and provide the access as requested, including inspection or obtaining a copy, or both, of the PHI.    

2.
NCADD-NJ must provide the client with access to the PHI in the form or format requested by the client, if it is readily producible in this form or format; or if not, in a readable hard copy form or other form that is agreed upon by NCADD-NJ and the client.  For electronic PHI, if NCADD-NJ maintains PHI electronically in an electronic designated record set, and the client requests an electronic copy, NCADD-NJ must accommodate this request and provide the PHI in a reasonable electronic format if the PHI is readily producible in this format.  

3.
If acceptable to the client and NCADD-NJ, NCADD-NJ may provide the client with a summary or explanation of the PHI instead of providing access to the actual PHI.  

4.
NCADD-NJ must provide access in a timely manner, including arranging with the client for a convenient time and place to inspect or obtain a copy of the PHI, or mailing the copy of the PHI at the client’s request or transmitting an electronic copy to another person at the client’s request, providing the individual’s request is clear, conspicuous and specific.  NCADD-NJ may discuss the scope, format, and other aspects of the request for access with the client as necessary to timely provide access.

D.
Denial of access.  If NCADD-NJ denies access to PHI, it must implement the following procedures:

1.
Give the client access to any other PHI requested, to the extent possible, after excluding the PHI that NCADD-NJ has grounds to deny access.

2.
Provide a timely, written denial to the client.  The denial must be in plain language and must include (i) the basis for the denial; (ii) if applicable, a statement of the client’s right to review of the decision, including a description of how the client can exercise these review rights; and (iii) a description of how the client may complain to NCADD-NJ or the Secretary of Health and Human Services, including the name or title and telephone number of the contact person or designated office.

3.
Inform the client where to direct the request for access, if NCADD-NJ does not maintain the PHI that is the subject of the client’s request for access, and NCADD-NJ knows where the requested information is maintained.

4.
If the client has requested a review of a denial, NCADD-NJ must designate a licensed health care professional who was not directly involved in the denial to review the decision to deny access.  NCADD-NJ must promptly refer the review request to the reviewing official.  The reviewing official must determine, within a reasonable period of time, whether or not to deny access.  NCADD-NJ must promptly provide written notice to the client of the reviewing official’s decision and carry out the decision.

E.  
Fees for Copying.  NCADD-NJ may charge a reasonable cost-based fee for copying the record, postage and preparation of a summary, if requested.  NCADD-NJ may charge an amount not greater than its labor costs in responding to a client’s request for a copy of PHI (or a summary or explanation of such information) in an electronic format. 
III.
DOCUMENTATION AND RECORD RETENTION REQUIREMENTS

NCADD-NJ must document the records that are subject to access by clients and the titles of the persons or offices responsible for receiving and processing requests for access.  NCADD-NJ must retain this documentation from the date of its creation until six years after the date when it was last in effect. 

14.  REQUESTING AMENDMENTS:  POLICIES AND PROCEDURES
POLICY:
It is NCADD-NJ’s policy to respond to a client’s request for an amendment to their PHI held by NCADD-NJ (and/or our business associates/Qualified Service Organizations) in compliance with the HIPAA privacy rules. 

PURPOSE:
The purpose of this policy is to establish a process for responding to client requests to amend PHI maintained by NCADD-NJ.

I.
RIGHT TO AMENDMENT OF PROTECTED HEALTH INFORMATION

A.
Client’s right to amendment.  A client has the right to request that NCADD-NJ amend PHI about the client that is contained in NCADD-NJ’s designated record set for as long as the PHI is maintained by NCADD-NJ.

B.
Accepting a client’s request for amendment.  If NCADD-NJ has no grounds to deny the client’s request for amendment, NCADD-NJ must do all of the following:


1.
Make the appropriate amendment to the client’s PHI or record.  NCADD-NJ should, at a minimum, identify the records that are affected by the amendment and append or otherwise provide a link to the location of the amendment. 


2.
Inform the client on a timely basis that the amendment is accepted and obtain the client’s identification of and agreement to have NCADD-NJ notify the relevant persons with whom the amendment needs to be shared. 


3.
Make reasonable efforts to inform and provide the amendment within reasonable time to:



a.
persons identified by the client as having received PHI and needing the amendment; and 



b.
persons, including business associates/service providers, that NCADD-NJ knows have the unamended information and may have relied, or might rely in the future, on the information to the detriment of the client.

C.
Denying a client’s request for amendment.  Under certain circumstances, NCADD-NJ may deny the client’s request for amendment to their PHI held by NCADD-NJ.  

1.
Permissible reasons for denial.  NCADD-NJ may deny a request for an amendment only for any of the following reasons:

a.
The PHI was not created by NCADD-NJ (e.g., physician forms), unless the client provides a reasonable basis to believe that the originator of the PHI is no longer available to act on the requested amendment.

b.
The PHI is not part of the client’s designated record set.

c.
The PHI would not be available for inspection under NCADD-NJ’s policy regarding the client’s right to access to records.

d.
The PHI is accurate and complete.


2.
Denial procedures.  If NCADD-NJ denies the requested amendment, in whole or in part, NCADD-NJ must take the following steps.

a.
NCADD-NJ must provide the client with a valid, written denial that explains:

(i)
the basis for the denial;

(ii)
how the individual may file a written statement disagreeing with the denial;

(iii)
the individual’s options with respect to future disclosures of the disputed information; and

(iv)
how the individual may make a complaint to HHS.

b.
NCADD-NJ must permit the client to submit to NCADD-NJ a written statement disagreeing with the denial and the basis for the disagreement.

(i)
NCADD-NJ may prepare a written rebuttal to the client’s statement of disagreement.  

(ii)
If NCADD-NJ prepares a rebuttal, it must provide a copy to the client.

c.
NCADD-NJ must identify, as appropriate, the information in the client’s record that is the subject of the disputed amendment and append or otherwise link to this information the client’s request for an amendment, NCADD-NJ’s denial of the request, the client’s statement of disagreement, and NCADD-NJ’s rebuttal to the information.

d.
NCADD-NJ must adhere to the following guidelines if it makes future disclosures of the client’s disputed PHI:

(i)
If the client has submitted a statement of disagreement, NCADD-NJ must include either the material appended to the record, or an accurate summary of it, with any subsequent disclosure of the PHI to which the disagreement relates. 

(ii)
If the client has not submitted a written statement of disagreement, NCADD-NJ has to include the appended information with any subsequent disclosure only if the client has requested that NCADD-NJ do so.  

D.
Receiving a notice of amendment from other health care providers or health plans.  Other health care providers or health plans may contact NCADD-NJ to let it know that they have made amendments to the client’s PHI.  When NCADD-NJ is informed by another health care provider or health plan of an amendment to a client’s PHI, NCADD-NJ must make necessary amendments to the PHI in its records.

E.
Time period for acting on requests.  NCADD-NJ should act on the client’s request for an amendment within 60 days of receipt of the request.  If NCADD-NJ is unable to act on the amendment within 60 days, NCADD-NJ may extend the time period once for 30 days, if within the original 60 day time limit NCADD-NJ provides the client with a written statement of the reasons for the delay and the date by which NCADD-NJ will complete its action on the request.

II.
DOCUMENTATION AND RECORD RETENTION REQUIREMENTS

NCADD-NJ must document the titles of the persons or offices responsible for receiving and processing requests for amendments by clients.  NCADD-NJ must also document requests for amendments and the resolution of those requests.  NCADD-NJ must retain this documentation from the date of its creation until six years after the date when it was last in effect.  

15.  INTERNAL ENFORCEMENT: POLICIES AND PROCEDURES
POLICY:
This sanctions policy addresses violations of federal and state privacy laws and NCADD-NJ’s privacy policies (“Privacy Violations”) by members of NCADD-NJ’s workforce.  The employee’s supervisor, in consultation with the Privacy Officer, will administer any appropriate sanctions related to Privacy Violations, consistent with the procedures established below.  

Appropriate sanctions may be based on factors such as the severity, frequency, degree of deviation from expectations, and length of time involved in any privacy violations.  Whether to impose sanctions, and the appropriate sanctions to impose, are always within the discretion of NCADD-NJ.  Privacy Violations may result in disciplinary action, including but not limited to informal counseling, verbal warning, written warning, probation, suspension, demotion, dismissal and/or restitution.  However, progressive discipline is not a right.  NCADD-NJ reserves the right to terminate employment at any time, for any reason, with or without undertaking any of the progressive disciplinary actions outlined in this policy.  In light of the variety of possible situations that may arise, NCADD-NJ may need to make decisions related to employment in a manner other than as provided in this section.

PURPOSE:
The purpose of this policy is to establish written guidelines for undertaking disciplinary action against employees who violate federal or state privacy laws or NCADD-NJ’s privacy policies and procedures.  

I.
GENERAL RULES

A. Members of NCADD-NJ’s workforce are required to report possible Privacy Violations to NCADD-NJ’s Privacy Officer including any suspected unauthorized uses or disclosures of PHI under HIPAA and the CADA, 42 CFR Part 2.
B. All potential privacy violations are to be reported by the Privacy Officer to the Program Director who is to be kept informed of any complaint or investigation.

C. Whenever possible Privacy Violations arise, the Privacy Officer or the Program Director will conduct an investigation and determine whether a violation has occurred.  
D. If the Privacy Officer or the Program Director determines that an employee has committed a Privacy Violation, that employee shall be subject to appropriate sanctions as determined by the employee’s immediate supervisor, the Privacy Officer or legal counsel.  Even if no actual Privacy Violation has occurred, disciplinary measures may be imposed if otherwise warranted by the circumstances.   

E. The sanctions imposed may include, but are not limited to, informal counseling, verbal warning, written warning, suspension or termination.  An employee may also be placed on probation or demoted.  Restitution will be required if appropriate in the circumstances.  In all cases, the sanction imposed will be in the discretion of NCADD-NJ.  In most cases the sanction will depend on the seriousness of the offense, among other factors.  See Section II below.

F. A manager or supervisor may also be sanctioned to the extent that inadequate supervision or a lack of due diligence contributed to the violation, or if the manager or supervisor’s conduct was culpable or sanctionable in other ways.  Managers and supervisors may be sanctioned for failing to detect noncompliance with applicable policies and legal requirements, where reasonable diligence would have led to the discovery of any problems or violations.  

G. A record of the event and any discipline imposed shall be maintained in the employee's personnel file with a copy to be filed in a master file maintained by the Privacy Officer or NCADD-NJ’s Human Resources Department, in accordance with applicable policies of NCADD-NJ.    

II.
EXAMPLES OF seq level1 \h \r0 POSSIBLE SANCTIONS

The following summarizes the types of sanctions that may be imposed by NCADD-NJ if a Privacy Violation has occurred.  Progressive discipline is not a right, and NCADD-NJ reserves the right to impose discipline or to terminate employment at any time, for any reason, with or without undertaking any of the lesser sanctions outlined in this policy.  The type of sanctions imposed will generally reflect the seriousness of the problem or violation.  Factors may include the severity, frequency, degree of deviation from expectations, and length of time involved in any Privacy Violations.  Some offenses, such as intentional violations, are so serious that they will justify termination or suspension on the first offense.  For offenses which may not justify serious discipline on the first offense, lesser sanctions may be applied in the discretion of NCADD-NJ.  

A. Informal Counseling.  The Human Resources Director or the Privacy Officer may engage in informal counseling with respect to privacy issues that do not warrant more severe sanctions.  Documentation of informal counseling may be maintained in personnel and departmental files.  

B.
Verbal Warning.  The Human Resources Director or the Privacy Officer may issue a verbal warning to an employee.  Documentation of the verbal warning will be maintained in personnel and departmental files.

C.
Written Warning.  The Human Resources Director, in consultation with the Privacy Officer, may issue a written warning to an employee.  Such a warning may be appropriate, for example, when the behavior of the employee is a repeated violation and verbal counseling has been administered, or the violation is more serious in nature and/or subjects NCADD-NJ to potential legal liability.  Written warnings will be documented in personnel and departmental files. 

D.
Probation.  In appropriate circumstances an employee may be placed on probation for a specified period of time.  When probation is imposed, the employee will generally be provided with a written description of the behavior that resulted in the probation and the required behavioral or performance objectives that must be met in order to remove the employee from probation.  Copies of documents relating to probations will be kept in personnel and departmental files.  

E.
Suspension.   Suspension, or temporary release from duty, is a more severe action that may be imposed in the discretion of NCADD-NJ.  Suspension may also be used during investigations in order to more easily conduct such investigations.  

1.
Suspensions may be issued when, in the discretion of NCADD-NJ, it is determined that a second warning would not suffice or that an initial incident is too severe for a warning yet not sufficiently severe for termination.  Suspensions may vary in length, according to the severity of the Privacy Violation.  Suspensions may be paid or unpaid, in the discretion of NCADD-NJ and consistent with applicable laws.  

2.
Suspensions will be documented in personnel and departmental files.  

F.
Demotion.  In appropriate circumstances, an employee may be demoted (transferred to a lower-level position) as a sanction for Privacy Violations.  Demotions will be documented in personnel and departmental files.

G.
Termination of Employment.  Termination of employment is generally the most serious disciplinary sanction for Privacy Violations.  

1.
Employment with NCADD-NJ is at-will for almost all employees, and may be terminated at any time, for any reason, in the discretion of NCADD-NJ.  Termination as a disciplinary sanction may, for example, be imposed after other disciplinary measures have failed or when a first time incident occurs that is extremely serious.    

2.
Copies of relevant documentation pertaining to terminations will be maintained in personnel and departmental files.

H.
Restitution.  Where an employee’s Privacy Violations have caused harm or damage to NCADD-NJ or its consumers, sanctions may include restitution to NCADD-NJ or its consumers.  

III.
ACTIONS THAT MAY RESULT IN SANCTIONS

Without limiting NCADD-NJ’s right to discharge an employee at any time, with or without cause, the following acts of misconduct are provided as nonexclusive examples of unacceptable activity that may result in sanctions up to and including termination.   

· Misuse or theft of PHI, with or without the intent to unlawfully sell the information to an outside party, such as “curiosity” viewing.

· Unauthorized disclosure of PHI to persons in the consumer’s family without an authorization, except in an emergency.

· Failure to properly maintain an up-to-date accounting of instances in which NCADD-NJ has released a consumer’s PHI to a third party.  
· Discussion of the consumer’s conditions and medications in the presence of unrelated third parties.

· Use of unapproved marketing materials. 

· Use of another staff member’s password to access computer systems. 

16. WHISTLEBLOWER:  POLICIES AND PROCEDURES. 
POLICY:
NCADD-NJ is committed to adherence to the privacy standards in HIPAA and CADA.  Because our client’s privacy is of the utmost importance to us, we have developed this policy to assure that those who bring problems to our attention will be supported by the organization, and will not be retaliated against.  












_____

PURPOSE:
The purpose of this policy is to establish a process for the resolution of problems brought to our attention by employees, or business associates, and to protect those who might bring the policies to our attention, referred to as whistleblowers.  

I.
GENERAL RULE 

A.
An employee or a business associate might bring a problem related to the Privacy Rule to management’s attention in the following areas:

1.
the privacy and security of PHI;

2.
use and disclosure of PHI;

3.
consumers’ access to, or amendment of, their PHI;

4.
practices or actions of NCADD-NJ’s business associates;

5.
NCADD-NJ’s marketing practices; or 

6.
any other complaint relating to NCADD-NJ’s privacy policies and procedures.

B.
Documentation of whistleblower complaints.  Any complaint brought to management by a staff member or business associate against another staff member or NCADD-NJ practices will be documented and placed in the files by the Privacy Officer.  If the Privacy Officer is the subject of the complaint, the Executive Director will document the complaint.   NCADD-NJ must retain all documents relating to the complaint and the investigation for a period of at least six years after the date of their creation.

C. Assessment.  The privacy officer will assess the complaint to determine if the complaint warrants a fuller investigation.  If the privacy officer determines that a fuller investigation is not needed this conclusion will be documented. 

a.  If the privacy officer determines that a violation did not occur, they will report that conclusion to the Executive Director, and the conclusion, with supporting documentation, will be retained in the records.  If the Whistleblower agrees with the conclusion, the assessment will be the final step.  No sanctions or retaliation of any kind will be taken against the whistleblower.

b.  If the privacy officer determines that the violation of  privacy rules did occur, but was due to misunderstanding, honest error, or lack of training of staff,  they will develop and implement a corrective action plan and recommend whether additional sanctions are needed to the employee(s) supervisor, the Medical Director, or the Executive Director.   If the Whistleblower agrees with the conclusion , the assessment will be the final step.  No sanctions or retaliation of any kind will be taken against the whistleblower.

c. The whistleblower may choose to remain anonymous during the assessment, and provide information only to the privacy officer.  There will be no retaliation against the whistleblower for making this choice.

d. For allegations against business associates/qualified service organizations, the Privacy Officer or Program Director must notify an authorized representative of such entity of the fact of, and details surrounding the allegation made by the whistleblower.  In the event the Privacy Officer determines that a violation would constitute a “material breach” of the underlying Business Associate Agreement/Qualified Service Organization Agreement with such entity, the Privacy Officer shall make such decision, and the facts and circumstances surrounding such decision, known to such entity in writing and require the entity to reasonably cure or end the breach within thirty (30) days, subject to termination of the relationship with such entity in the event it does not cure or end the breach.  

D. Investigation.   If the whistleblower does not agree with the conclusions of the assessment, or if the privacy officer determines that an investigation is warranted,  an investigation will be initiated. 

a.  An investigative committee of at least three members will be appointed by the Executive Director.  Both the whistleblower and the staff member against whom the allegation was made, if any, will have the opportunity to comment on the makeup of the committee but the decision of the Executive Director will be final.  If a complaint concerns a business associate/qualified service organization of NCADD-NJ, an authorized representative from such business associate/qualified service organization may be present, or in the alternative, may submit in writing a statement containing their response to the whistleblower’s allegations.

b.  The Whistleblower will be given a full opportunity to present any information necessary to support the complaint.  The Whistleblower may present this information outside the presence of the staff member, and members of the committee will be obliged to protect the identity of the whistleblower.  If the nature of the allegation is such that the whistleblower’s identity will be obvious to staff against whom an allegation has been made,  a special effort to emphasize the non-retaliation policy will be made.

c. The staff member against whom the complaint is directed, if any, will also be provided with an opportunity to respond to the allegations.  

d. The committee will make a decision about whether a violation of the privacy rules occurred, and, if it did, whether the intent was malicious or the result of misunderstanding, lack of training, or other factors.  Based on its decision the committee will make a recommendation to the Executive Director about sanctions or other action against the person who violated the privacy rules.

e. The Executive Director, in consultation with the employee’s supervisor, will determine what sanctions, if any need to be applied.

f. The committee will recommend, if appropriate, any quality assurance, training, or other improvements should be made in the organization’s privacy practices to prevent additional violations in the future.

g. No staff member, business associate, or employee of NCADD-NJ will be permitted to retaliate against the whistleblower in any way.  The whistleblower will be informed that if they feel that they are experiencing any retaliation it should be brought to the attention of the Executive Director, or to their immediate supervisor, without delay.

h. Any employee who retaliates against the whistleblower,  will be severely sanctioned, based on NCADD-NJ policy as laid out in the Employee Manual.

i. The policy against sanctions also applies to any whistleblower who in good faith opposes a policy or action in the belief that the practice was unlawful, even if the practice is in fact legal.

17.  BUSINESS ASSOCIATES/QUALIFIED SERVICE ORGANIZATION:

POLICIES AND PROCEDURES
POLICY:
All agreements with business associates/qualified service organizations of NCADD-NJ must be in writing and must contain certain mandatory provisions designed to protect the privacy and security of our clients’ PHI.  No NCADD-NJ employee shall disclose PHI to a business associate/qualified service organization without a signed business associate/qualified service organization agreement. 

PURPOSE:
The purpose of this policy is to protect, through the execution and enforcement of written agreements, the privacy and confidentiality of PHI that NCADD-NJ discloses to individuals and entities that are business associates of NCADD-NJ.

I.
INTRODUCTION

A. Need for business associate/qualified service organization agreements.  From time to time, NCADD-NJ contracts with an individual or company to provide services to NCADD-NJ or on behalf of NCADD-NJ.  If such a relationship involves sharing PHI, including any alcohol and/or drug related information, that NCADD-NJ maintains, then NCADD-NJ is required by HIPAA to enter into a written contract, known as a “business associate agreement,” with the individual or company.  The primary purpose of the agreement is to ensure that the business associate will sue or disclose the PHI for lawful purposes only. Likewise, the CADA, 42 CFR Part 2 also requires a written agreement for disclosure of alcohol and/or drug related information or records without a patient’s consent, known as a “qualified service organization agreement.”  These two agreements may be combined into one single agreement with the entity providing services to or on behalf of NCADD-NJ.  The agreement must contain all of the required elements of both the HIPAA Business Associate Agreement and the 42 CFR Part 2 Qualified Service Organization Agreement.  
B. General rules.  

1.
The HIPAA privacy rules define a business associate as a person or entity that provides certain functions, activities, or services to or for NCADD-NJ, involving the use or disclosure of PHI.  NCADD-NJ may disclose PHI to a business associate, or allow the business associate to create or receive PHI on its behalf, so long as NCADD-NJ enters into a valid business associate agreement.

2.
The CADA, 42 CFR Part 2, defines a qualified service organization as a person which provides services to a program, such as data processing, bill collecting, dosage preparation, laboratory analyses, or legal, medical, accounting or other professional services, or services to prevent or treat child abuse or neglect, including training on nutrition and child care and individual and group therapy, so long as NCADD-NJ enters into a valid qualified service organization agreement.  

C.
Limitations on the use of PHI.  The business associate/qualified service organization may only use the PHI that it receives in its capacity as NCADD-NJ’s business associate as permitted by law and its contract with NCADD-NJ.
D. 
Additional compliance obligations. Disclosures of PHI to business associates/qualified service providers must comply with all of NCADD-NJ’s other policies and procedures.

II.
IDENTIFICATION OF A BUSINESS ASSOCIATE/Qualified Service Organization
A. Definition.  A business associate/qualified service organization is a person or entity that: 

1. On behalf of NCADD-NJ, performs or assists in the performance of functions or activities involving the use or disclosure of PHI, including alcohol and/or drug related information.  Examples of such functions include but are not limited to:

· Claims processing or administration.
· Data analysis, processing or administration.

· Utilization review.

· Quality assurance.

· Billing.

· Benefit management.

· Practice management.
2. Provides one of the following services to NCADD-NJ where the provision of services involves the disclosure of PHI, including alcohol and/or drug related information:

· Legal.

· Actuarial.

· Accounting.

· Consulting.

· Data aggregation.

· Management.

· Administrative.
· Accreditation.

· Financial.
3. Members of NCADD-NJ’s workforce are not considered business associates.
B.
Treatment exception.  When NCADD-NJ discloses PHI to other health care providers solely for the purpose of providing treatment to the consumer, those health care providers are not considered business associates.  However, note that these disclosures will still require either a qualified services organization agreement or the patient’s written consent where the health care providers are not NCADD-NJ personnel.  
III.
PROPOSED AGREEMENTS WITH BUSINESS ASSOCIATES

A. Proposed business associate/qualified service organization agreements.  Provider employees must forward to the Privacy Officer all proposed agreements between NCADD-NJ and an entity or individual pursuant to which NCADD-NJ may provide access to PHI.

B. 
Review of proposed agreements.   To determine whether a business associate agreement and/or qualified service organization agreement is required, the Privacy Officer and legal counsel may review each proposed agreement between NCADD-NJ and an outside contractor if the contractor will use and disclose PHI pursuant to the agreement.
IV. REQUIRED ELEMENTS OF A BUSINESS ASSOCIATE AGREEMENT

A.
A business associate contract must be in writing and must include provisions that: 
1. Establish the permitted and required uses and disclosures of PHI by the business associate.
2. Not authorized or allow the business associate to use or disclose any PHI in a manner that would violate the HIPAA Privacy Rule if done by NCADD-NJ.

3. Prohibit other uses and disclosures by the business associate, unless specifically consented to in writing by the client.

4. Require appropriate safeguards to be implemented by the business associate to prevent inappropriate use or disclosure, and appropriate administrative, physical and technical safeguards to reasonably and appropriately protect the confidentiality, integrity and availability of any electronic PHI that it creates, receives, maintains or transmits on behalf of NCADD-NJ.

5. Require the business associate to report to NCADD-NJ any inappropriate use or disclosure of PHI of which it becomes aware.

6. Prohibit the business associate from disclosing any PHI to an agent or subcontractor unless specifically consented to in writing by the client.

7. Require the business associate to comply with HIPAA’s requirement to allow individuals to review and copy their PHI.

8. Require the business associate to make available information that is required to provide an accounting of disclosures [and access report].
9. Require the business associate to make PHI for amendment and incorporate any amendments into NCADD-NJ’s PHI.

10. Require the business associate to make its internal practices, books, and records concerning PHI available to HHS.

11. Provide for the return or destruction (of if not feasible, the continued protection) of all PHI by the business associate upon termination of the contract.

12. Authorize NCADD-NJ to terminate the contract if the business associate violates a material term of the contract and does not cure such material violation or breach of the contract.
13. Require the business associate to notify NCADD-NJ of any Security Breaches or Incidents which it becomes aware of in accordance with the HITECH Security Breach Notification Rule.  
B.
Optional provisions in the business associate contract.  In addition to the required elements listed above, the business associate contract may also contain additional elements.

1. The business associate contract may permit the business associate to USE only the PHI it receives from NCADD-NJ for the proper management and administration of the business associate or to carry out the legal responsibilities of the business associate if the use would be required by law.  However, the business associate is prohibited by 42 CFR Part 2 from disclosing any information without the patient’s written consent 

2. The business associate contract may permit the business associate to provide data aggregation services to NCADD-NJ.  

V.
REQUIRED ELEMENTS OF A QUALIFIED SERVICE ORGANIZATION AGREEMENT

A,  
Most business associates will also be qualified service organizations for purposes of 42 CFR Part 2, These additional elements are required in addition to those set forth above for the Business Associate Agreement.  These elements may be combined into a single document which may service as the combined Business Associate/Qualified Service Organization Agreement to satisfy both HIPAA and 42 CFR Part 2.

1. Acknowledgement that qualified service organization in receiving, storing, processing or otherwise dealing with any patient records from the program is fully bound by 42 CFR Part 2.

2. That the qualified service organization will resist, if necessary, any efforts in judicial proceedings to obtain access to patient records except as permitted by 42 CFR Part 2.
VI.
PRIVACY VIOLATIONS COMMITTED BY A BUSINESS ASSOCIATE/QUALIFIED SERVICE ORGANIZATION

A.
Employee’s duty to notify.  If an employee knows or has reason to believe that a business associate/qualified service organization of NCADD-NJ is inappropriately using or disclosing PHI, whether the PHI was received by NCADD-NJ or not, the employee is required to notify NCADD-NJ’s Privacy Officer immediately regarding the suspected violation.

B.
Review of alleged violations.  Upon receiving notice of an alleged or actual violation of a business associate/qualified service organization agreement from any source, including notice obtained through consumer complaints and employee reports, the Privacy Officer will initiate a review of the conduct or activities at issue.
C.
Investigation and resolution of violations.  If the Privacy Officer determines that the complaint, report or other form of notice contains substantial and credible evidence of violations by a business associate/qualified service organization, the Privacy Officer will commence a formal investigation into the conduct or activities of the business associate/qualified service organization.

1. If the investigation reveals that a business associate/qualified service organization has violated its agreement with NCADD-NJ, the Privacy Officer shall notify legal counsel immediately.

2. If the Privacy Officer and/or legal counsel determine that the business associate/qualified service organization has committed a material breach or violation of its obligations under the applicable agreement, the Privacy Officer, with the assistance of legal counsel, must take reasonable steps to remedy the breach or terminate the contract of a business associate/qualified service organization when feasible.  If termination of the contract is not feasible, NCADD-NJ must report the problem to the Department of Health and Human Services (“HHS”).
18.  CONSUMER COMPLAINTS:  POLICIES AND PROCEDURES
POLICY:
Because client service and privacy are of utmost importance to NCADD-NJ, it is our policy to promptly receive, respond, and resolve complaints regarding allegations of improper use or disclosure of PHI by NCADD-NJ or our business associates.












____________

PURPOSE:
The purpose of this policy is to establish a process for the receipt and resolution of privacy-related complaints.













______

I.
GENERAL RULE 

A.
Subject of complaints.  An individual may lodge a formal complaint about NCADD-NJ’s information practices, including but not limited to complaints regarding:

1.
the privacy and security of PHI;

2.
use and disclosure of PHI;

3.
consumers’ access to, or amendment of, their PHI;

4.
practices or actions of NCADD-NJ’s business associates and/or qualified service providers;

6.
any other complaint relating to NCADD-NJ’s privacy policies and procedures.

B.
Documentation of complaints.  NCADD-NJ will maintain complete documentation of the complaint and NCADD-NJ’s review and disposition of the matter, including a record of any changes to policies or procedures or the imposition of sanctions against members of its workforce, if any.  NCADD-NJ must retain all documents relating to the complaint and the investigation for a period of at least six years after the date of their creation.

C.       Grievance Procedure   NCADD-NJ Grievance Procedure will be distributed to all consumers beginning on April 14, 2003, and to all new consumer thereafter.  The grievance procedure is incorporated in the Notice of Privacy Practices.

19. CONFIDENTIALITY OF ALCOHOL AND DRUG ABUSE PATIENT RECORDS REGULATIONS (42 CFR Part 2) AND THE H.I.P.A.A. PRIVACY RULE (45 CFR Parts 160, 164).

POLICY:  PHI concerning Substance Abuse Diagnosis and Treatment is governed by an 

additional set of federal regulations, the Confidentiality of Alcohol and Drug Abuse Patient Records Regulations (42 CFR Part 2) (hereinafter CADA). NCADD-NJ will comply with its requirements as well as those of the HIPAA Privacy Rule. 

PURPOSE: To list the additional privacy protections required by CADA and to provide for 

               compliance with them. 

I.  IN GENERAL Prior to the advent of the HIPAA Privacy regulations NCADD-NJ complied with the CADA regulations. Consequently its various releases required for disclosure of PHI are extensive and meet HIPAA’s standards.  Although many disclosures of PHI are permitted by HIPAA, 42 CFR Part greatly diminishes these disclosures without obtaining the client’s prior written consent where any identifying information about the patient would directly or indirectly identify the patient as an alcohol and/or drug abuser.  Because under most circumstances, PHI cannot be released about a patient in a way that it would not identify such patient as an alcohol and/or drug abuser, only those disclosures of PHI which would be permissible by 42 CFR Part 2 without the client’s written consent may be disclosed by NCADD-NJ staff.   
II.  DISCLOSURES PERMITTED BY CADA

1. With written consent from the patient or the patient’s personal representative;

2. Internal use within the entity (e.g., communications between personnel on a need-to-know basis for the purposes of performing job duties);

3. When no patient identifying information is included;

a. Patient identifying information for purposes of 42 CFR Part 2 includes name, address, social security number, fingerprints, photograph, or similar information by which the identity of a patient can be determined with reasonable accuracy and speed either directly or by reference to other publically available information. 

b. None of the above information may be disclosed, whether recorded or not, where it would identify the patient as an alcohol or drug abuser directly or indirectly. Note that even where the information would not identify the information as such, the PHI may only be disclosed as permissible by HIPAA.     

4. When there is a medical emergency, but only to medical personnel who have a need to know the information for the purpose of treating a condition which poses an immediate threat to the health of any individual and which requires immediate medical intervention.
5. In response to a court order pursuant to the procedures found in at 42 CFR Part 2, Subpart E, § 2.61-2.67.

6. When the person involved has committed a crime at the program facility or against program personnel or has threatened to commit such a crime, if limited to the circumstances of the incident, including the patient status of the individual committing or threatening to commit the crime, that individual’s name and address, and that individual’s last known whereabouts.

7. For research/audit and evaluation provided that the research or audit meet the requirements set forth at 42 CFR Part 2, Subpart D, § 2.53.

8. For child abuse and neglect reporting to the appropriate state or local authorities, but not to any disclosures or uses for civil or criminal proceedings whichmay arise out of the report of suspected child abuse and neglect.

9. Pursuant to a Qualified Service Organization Agreement (see Business Associate/Qualified Service Organization, Section 17).  

As is evident from this list the disclosures without written authorization from the client are considerably more limited than under HIPAA. As a result NCADD-NJ’s general policy is to require, at the time of referral and initial evaluation, written authorization for all disclosures made within the normal scope of the Programs’ operations unless pursuant to a qualified service organization/business associate agreement.  

III. HIPAA PERMITTED DISCLOSURES NOT PERMITTED BY CADA

To the extent any information could be released without identifying an individual, directly or indirectly, as an alcohol and/or drug abuser, HIPAA will also restrict the ability of the PHI to be disclosed.  Some of the types of disclosure without authorization permitted by HIPAA but not by CADA are: 

1. Treatment, payment, and health care operations purposes, including disclosures to third-parties for such purposes.

2. Persons [non treatment professionals such as family members] involved in the 

client’s care and notification purposes.

3. Required by law.

4. For public health activities defined as: 

(a) 
to a public health authority authorized by law to collect or receive information for the purpose of preventing or controlling disease, injury, or disability (e.g., reporting AIDS or other communicable diseases), and the conduct of public health surveillance, investigations or interventions; and

(b) to a person subject to FDA jurisdiction regarding FDA-regulated products and activities that are the responsibility of that person, for purposes related to the quality, safety or effectiveness of that product or activity, including but not limited to: 

(i) collecting or reporting adverse events or product defects or problems such as drug use or labeling problems; 

(ii) tracking FDA-regulated products; 

(iii) enabling product recalls, repairs, replacement or lookback (including locating and notifying individuals who received products that have been recalled or withdrawn, or that are the subject of lookback); or 

conducting post-marketing surveillance to comply with FDA requirements.

5. About victims of abuse, neglect, or domestic violence, other than child abuse or neglect 

in which case only information about that abuse or neglect may be disclosed- not the original patient treatment records.

6. For health oversight activities. Such disclosures are permitted only with the following limitations and procedures:

 SEQ CHAPTER \h \r 1(a) Records not copied or removed. If patient records are not copied or removed, patient identifying information may be disclosed in the course of a review of records on program premises to any person who agrees in writing to comply with the limitations on redisclosure and use in paragraph (d) of this section and who:

(1) Performs the audit or evaluation activity on behalf of:

    (i) Any Federal, State, or local governmental agency which provides 

financial assistance to the program or is authorized by law to regulate its activities; or

    (ii) Any private person which provides financial assistance to the 

program, which is a third party payer covering patients in the program, 

or which is a quality improvement organization performing a utilization 

or quality control review; or

(2) Is determined by the program director to be qualified to conduct 

the audit or evaluation activities.

    (b) Copying or removal of records. Records containing patient 

identifying information may be copied or removed from program premises by any person who:

(1) Agrees in writing to:

    (i) Maintain the patient identifying information in accordance with 

the security requirements provided in Sec. 2.16 of these regulations (or 

more stringent requirements);

    (ii) Destroy all the patient identifying information upon completion 

of the audit or evaluation; and

    (iii) Comply with the limitations on disclosure and use in paragraph 

(d) of this section; and

    (2) Performs the audit or evaluation activity on behalf of:

    (i) Any Federal, State, or local governmental agency which provides 

financial assistance to the program or is authorized by law to regulate 

its activities; or

    (ii) Any private person which provides financial assistance to the 

program, which is a third part payer covering patients in the program, 

or which is a quality improvement organization performing a utilization 

or quality control review.

    (c) Medicare or Medicaid audit or evaluation. (1) For purposes of 

Medicare or Medicaid audit or evaluation under this section, audit or 

evaluation includes a civil or administrative investigation of the 

program by any Federal, State, or local agency responsible for oversight of the Medicare or Medicaid program and includes administrative enforcement, against the program by the agency, of any remedy authorized by law to be imposed as a result of the findings of the investigation.

    (2) Consistent with the definition of program in Sec. 2.11, program 

includes an employee of, or provider of medical services under, the 

program when the employee or provider is the subject of a civil 

investigation or administrative remedy, as those terms are used in 

paragraph (c)(1) of this section.

    (3) If a disclosure to a person is authorized under this section for 

a Medicare or Medicaid audit or evaluation, including a civil 

investigation or administrative remedy, as those terms are used in 

paragraph (c)(1) of this section, then a quality improvement 

organization which obtains the information under paragraph (a) or (b) 

may disclose the information to that person but only for purposes of 

Medicare or Medicaid audit or evaluation.

    (4) The provisions of this paragraph do not authorize the agency, 

the program, or any other person to disclose or use patient identifying 

information obtained during the audit or evaluation for any purposes 

other than those necessary to complete the Medicare or Medicaid audit or evaluation activity as specified in this paragraph.

    (d) Limitations on disclosure and use. Except as provided in 

paragraph (c) of this section, patient identifying information disclosed 

under this section may be disclosed only back to the program from which it was obtained and used only to carry out an audit or evaluation 

purpose or to investigate or prosecute criminal or other activities, as 

authorized by a court order entered under Sec. 2.66 of these 

regulations.

7. 
For judicial and administrative proceedings except as provided by a court order issued in accordance with the procedures described below.

8. 
For law enforcement purposes except in connection with a crime committed at the treatment facility or against facility personnel.

9. 
About decedents.

10. For specialized government functions.

11. For workers’ compensation.

12. For marketing communications that are made face-to-face or that involve promotional products of nominal value, and certain other treatment and health care operations communications.

13. Other so-called National Priority Exceptions to HIPAA regulations.

CONSEQUENTLY IT IS NCADD-NJ’S POLICY THAT ALL SUCH DISCLOSURES MAY BE MADE ONLY WITH A WRITTEN AUTHORIZATION BY THE CLIENT.

IV. ADDITIONAL CADA REQUIREMENTS FOR DISCLOSURES TO CRIMINAL JUSTICE AND OTHER JUDICIAL ENTITIES
CADA permits disclosures to the Criminal Justice System only in certain circumstances and using specified procedures. For all disclosures to the Criminal Justice System the following rules must be observed. Disclosure with the client’s authorization to the elements of the Criminal Justice which have made participation in the program a condition of the disposition of criminal proceedings against the client, under the following procedures and circumstances.

A. DISCLOSURES TO ELEMENTS OF THE CRIMINAL JUSTICE SYSTEM WHICH REFER CLIENTS. 


 SEQ CHAPTER \h \r 1    A program may disclose information about a patient to those persons within the criminal justice system which have made participation in the program a condition of the disposition of any criminal proceedings against the patient or of the patient's parole or other release from custody if:

    (1) The disclosure is made only to those individuals within the criminal justice system who have a need for the information in connection with their duty to monitor the patient's progress (e.g., a prosecuting attorney who is withholding charges against the patient, a court granting pretrial or post-trial release, probation or parole officers responsible for supervision of the patient); and

    (2) The patient has signed a written consent meeting the requirements of Sec. 2.31 (except paragraph (a)(8) which is inconsistent with the revocation provisions of paragraph (c) of this section) and the requirements of paragraphs (b) and (c) of this section.

    (b) Duration of consent. The written consent must state the period during which it remains in effect. This period must be reasonable, taking into account:

    (1) The anticipated length of the treatment;

    (2) The type of criminal proceeding involved, the need for the information in connection with the final disposition of that proceeding, and when the final disposition will occur; and 

    (3) Such other factors as the program, the patient, and the person(s) who will receive the disclosure consider pertinent.

    (c) Revocation of consent. The written consent must state that it is revocable upon the passage of a specified amount of time or the occurrence of a specified, ascertainable event. The time or occurrence upon which consent becomes revocable may be no later than the final disposition of the conditional release or other action in connection with which consent was given.

    (d) Restrictions on redisclosure and use. A person who receives patient information under this section may redisclose and use it only to carry out that person's official duties with regard to the patient's conditional release or other action in connection with which the consent was given.

B. DISCLOSURES TO ELEMENTS OF THE CIVIL OR CRIMINAL JUSTICE SYSTEM OTHER THAN THOSE WHICH REFER CLIENTS. 

42 CFR Sections 2.61 through 2.67 provide that courts of competent jurisdiction may issue orders authorizing disclosure of Substance Abuse PHI for certain specified reasons and pursuant to procedures spelled out in those regulations.   

IN ANY SITUATION WHERE NCADD-NJ STAFF ARE CONTACTED ABOUT SUCH AN ORDER THEY SHOULD CONTACT THE PRIVACY OFFICER, WHO WILL RESPOND TO THE CONTACT. OTHER STAFF SHOULD NOT ATTEMPT TO RESPOND IN ANY WAY TO SUCH CONTACTS.  UNDER NO CIRCUMSTANCE MAY ANY CLIENT INFORMATION BE PROVIDED PURSUANT TO A SUBPOENA, WARRANT OR GENERALIZED COURT ORDER REQUIRING SUCH INFORMATION TO BE PRODUCED.  
20.  MISCELLANEOUS AUTHORIZATIONS: POLICIES AND PROCEDURES
POLICY:
For any disclosure of PHI not otherwise covered by this Manual, NCADD-NJ will obtain a valid, signed authorization from a client prior to using or disclosing the client’s PHI.

PURPOSE:
The purpose of this policy is to explain:  (1) the relevant procedures NCADD-NJ must follow when preparing an authorization not otherwise provided for by this Manual or NCADD-NJ Policy and Procedures. 

I.
WHEN AN AUTHORIZATION IS REQUIRED

A.
An authorization is required before NCADD-NJ uses or discloses PHI for non-routine purposes beyond treatment, payment and health care operations.  The authorization shall comply with both HIPAA and 42 CFR Part 2.  

II.
CONTENT REQUIREMENTS

A.
Plain language.  All authorizations must be written in “plain language.”   This means we will:

1. Organize material to serve the needs of the reader. 

2. Write short sentences in the active voice, using “you” and other pronouns. 

3. Use common, everyday words in sentences.

4. Divide material into short sections. 

B.
Core elements.  All non-routine authorizations will contain all of the following core elements:

1. 
A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion. This must include how much and what kind of information is being disclosed.

2. 
The name or other specific identification of the person(s), or class of persons, authorized to make the requested use or disclosure.

3. 
The name or other specific identification (e.g., title) of the person(s), or class of persons, to whom NCADD-NJ will disclose the information.

4. 
A description of each purpose of the requested use or disclosure with enough information to allow clients to make informed decisions about whether to release the information.  Broad or blanket authorizations requesting the use or disclosure of PHI for a wide range of unspecified purposes are prohibited, but if the client is initiating the authorization the purpose may be described as “at the request of the individual.”

5. 
An expiration date or an expiration event that relates to the client or the purpose of the use or disclosure, if not revoked by the client.  The authorization may expire on a specific date, a specific time period (e.g., 2 years from the date of the signature), or an event directly relevant to the client or the purpose of the use or disclosure (e.g., for the duration of the client's participation in a study).  Authorizations may not have an indeterminate expiration date. Such date or event must ensure the consent will last no longer than reasonably necessary to serve the purpose for which it was given. 
6. Signature of the client and date.
7. If the authorization is signed by a personal representative, or parent or guardian, of the client, a description of the representative’s authority to act for the client.
C.
Required notifications.  In addition to the core elements, authorizations must contain all of the following notifications:

1.
A statement that the client has the right to revoke the authorization in writing and either a discussion of the exceptions to the right to revoke together with a description of how the client may revoke the authorization, or, to the extent that this information is included in the Notice of Privacy Practices, a reference to the Notice.

2. For most authorizations, a statement that NCADD-NJ will not condition treatment, payment, enrollment, or eligibility on the client's providing authorization for the requested uses or disclosures.  

3. A statement to the recipient that substance information may not be re-disclosed without the consent of the client; and a statement that information used or disclosed pursuant to the authorization may be subject to redisclosure by the recipient and no longer be protected by the Privacy Regulation.

4. A notification to the recipient that redisclosure of the information is prohibited pursuant to 42 CFR Part 2 and/or the HIPAA Privacy guidelines. 

E.
Copy to the client.  NCADD-NJ must give the client a copy of the signed authorization.  

F.

Non-required elements.  Valid authorizations may also contain non-required elements, so long as those additional elements are not inconsistent with the required elements.

G.
Defective authorizations.  An authorization is not valid if it has any of the following defects: 

1. The expiration date has passed or the expiration event is known by NCADD-NJ to have occurred. 

2. The required elements of the authorization have not been filled out completely. 

3. The authorization is known by NCADD-NJ to have been revoked. 

4. The authorization lacks a required element. 

5. The authorization violates the rule on compound authorizations (see Section II.H. below). 

6. Any material information in the authorization is known by NCADD-NJ to be false.

H.
Combining documents.  An authorization for use or disclosure of PHI may not be combined with any other types of documents (e.g., the Notice of Privacy Practices) to create a compound authorization.  However, multiple authorizations for the use or disclosure of PHI may be combined, so long as NCADD-NJ has not conditioned the provision of treatment or payment on obtaining the authorization.  This does NOT apply to an authorization to disclose psychotherapy notes which may only be combined with other authorizations to disclose psychotherapy notes.  

III.
REVOCATION OF AUTHORIZATIONS

A.
A client may revoke an authorization at any time by means of a written revocation, except to the extent that NCADD-NJ has taken action in reliance upon the authorization.

B.
When a client revokes an authorization, NCADD-NJ will stop making uses and disclosures pursuant to the authorization as soon as reasonably practicable unless NCADD-NJ would be permitted or required to continue to disclose the information by law.  

IV.
RECORD RETENTION REQUIREMENT

NCADD-NJ must document and retain signed authorizations for six years after the date they were last in effect.  

21. DOCUMENT RETENTION AND DESTRUCTION POLICY.

POLICY: 
NCADD-NJ will maintain all patient data included in its designated record set as well as some additional data in its electronic data system for at least six years after the end of the final treatment of each client. In addition it will maintain paper copies of the information in the designated record set, all releases for disclosure of information, all requests for disclosure, all client requests for access to records, all responses to client request for access to records, all requests for restrictions on disclosures and all responses to such disclosures, all requests to amend or supplement client records and the responses, and all US DHHS request to review records in the client files for six years. NCADD-NJ will purge documents not included in the above list which include client identifying matter that are 60 days or more out of date.
PURPOSE: 
NCADD-NJ shall maintain records required by law for six years. It will also destroy additional documents which might identify clients so that there will not be unnecessary possibilities that client privacy might be breached in accordance with Section IV below of this policy and procedures. 

I. DOCUMENTS TO BE RETAINED
1.All records maintained in NCADD-NJ Designated Record Set.


45 C.F.R. 164.501 defines Designated record set as:

“(1) A group of records maintained by or for a covered entity that is:

(i) The medical records and billing records about individuals maintained by or

for a covered health care provider;

(ii) The enrollment, payment, claims adjudication, and case or medical

management record systems maintained by or for a health plan; or

(iii) Used, in whole or in part, by or for the covered entity to make decisions about

individuals.

(2) For purposes of this paragraph, the term record means any item, collection, or

grouping of information that includes protected health information and is

maintained, collected, used, or disseminated by or for a covered entity.”

2. All consents or authorizations for the release of information.

3. Additional Privacy Requests that are granted.

See Section 6

4. Record of Disclosures and Accounting of Disclosures. 
See Section 11

5. Request for Access to PHI




See Section 13

6.Requests for Amendments




See Section 14 

7.Whistleblower Records




See Section 16

8. Patient Complaint processing records


See Section 18
9. [When HITECH Proposed Rule published and takes effect, All Access Report and related access logs. 

See Section 11

II. REDUNDANT PAPER RECORDS TO BE PURGED.

All SAI/BHI locations will routinely purge paper documents with identifying client information, OTHER THAN THOSE LISTED ABOVE, that are 60 days or more out of date that are electronically available and/or are NOT part of the designated record set. A secured purge bin will be available at each NCADD-NJ location for on-site confidential disposing of documents and will be picked up by the document destruction company on a regular basis.  The purge bin will not be accessible by members of the general public (i.e., visitors, clients) and will be kept in a secured location at all times.  Lead ACCs will serve as the contacts for the company in order to coordinate dates and times for pickup, with the exception of Rector Street, in which the Regional Manager will be contacted.  The document destruction company will “sweep” all NCADD-NJ sites at the same time. The following lists outline the types of documents that should be destroyed at all locations for each program.  Documents scheduled for storage rather than destruction are maintained in locked storage facility. Keys to be maintained by the designated supervisor at each site.

Care Coordination Services Documents to be Destroyed

On a Regular Basis:

1. Weekly Assessment and Client Contact Summaries

2. Weekly Treatment, Placement, Discharge, and Case Closure Summaries

3. Work Activity Reports

4. Ineligible PA Reports

5. Ineligible Referral Reports

6.  Case Referral Logs

7. All Care Coordinator Reports 

8. Mandatory Reports

9. Screening Reports

III. DESTRUCTION OF ELECTRONIC DATA/PHI

NCADD-NJ shall ensure all electronic PHI (e-PHI) and Data which is maintained in NCADD-NJ’s designated record sets is identified along with the systems (locations) where such PHI and Data is located on.  NCADD-NJ shall evaluate and review the methods for disposal of e-PHI/Data for each location identified upon the e-PHI/Data’s appropriate disposal date(s).  NCADD-NJ shall thereby proceed as follows for the destruction of e-PHI.
1. Consult the NIST SP 800-88, Guidelines for Media Sanitization. Determine and document the approved methods to dispose of hardware, software, and the Data itself.  This shall include selected processes for destroying e-PHI/Data on hard drives and file servers such as:
· Clearing – using software or hardware products to overwrite media with non-sensitive data;
· Purging – degaussing or exposing the media to a strong magnetic field in order to disrupted the recorded magnetic domains; 
· Destroying – disintegrating, pulverizing, melting, incinerating or shredding.
2. Ensure that e-PHI/Data is properly destroyed and cannot be recreated through specific location-specific procedures governing disposal.
3. Implement procedures for how to reuse electronic media, and turn it over to IT, as appropriate (e.g., flashdrives, CDs).
4. Ensure that e-PHI/Data previously stored on electronic media cannot be accessed and reused.
5. Select the individual(s) and/or department that are responsible for coordinating the disposal of data, and the reuse of the hardware and software.
6. Train all employees and other workforce members on the security and risks to e-PHI/Data when reusing software and hardware.  
22. SECURITY BREACH AND INCIDENT PROCEDURES.

POLICY:  
NCADD-NJ treats HIPAA security incidents with the highest concern and regard and shall take action to address such matters as soon as reasonably possible.  (Required) NCADD-NJ shall develop, implement, maintain and update as may be necessary security incident and notification procedures as required by HITECH § 13402 (the “Breach Statute”), 45 C.F.R. Part 160 and 164 (the “Breach Notification Rule”), the NJITPA Breach Statute and Breach Rule, N.J.S.A. 56:8-161 et seq and N.J.A.C. 13:45F, (collectively, the “NJ Breach Notification Laws) and any subsequent rules and regulations as may be amended from time to time. These shall all be referred to collectively as the Breach Notification Laws throughout this Policy & Procedures.
PURPOSE:
The purpose of this policy and procedures is to ensure NCADD-NJ personnel respond appropriately to any security breaches or security incidents concerning any client PHI.  

PROCEDURES:

I. DEFINITIONS
(a) Protected health information (“PHI”) – any individually identifiable information that is transmitted or maintained in any medium whether electronic, oral or paper. PHI is considered “unsecured” when it has not been secured through the use of a technology or methodology as specified by the Secretary of the United States Department of Health and Human Services (“DHHS”) that renders it unusable, unreadable or indecipherable to unauthorized individuals. 

(b) Individually identifiable information – information that is a subset of health information, including demographic information collected from an individual, created or received by NCADD-NJ that relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual, that identifies an individual or provides a reasonable basis for believing the information can be used to identify an individual. 

(c) Personal information (“PI”) –the first name or first initial of any individual in connection with his or her last name and any of the following:
i. Social Security number;

ii. Driver’s license number or State ID card number; or

iii. Account number or debit card number in combination with a required security code, access code or password (which would allow access to that individual’s bank account, investment account or other financial account).  

If an individual’s first name or first initial and last name is not linked to any previously listed information but can be linked because the means for linking was disclosed, such information is considered personal information.  PI is “unsecured” when it has not been secured through the use of security measures set forth by N.J.A.C. 13:45F-3.2 or by means of any other technology rendering personal information unreadable or unusable.  

(d) Breach – an impermissible and/or unauthorized acquisition, access, use or disclosure of any type of unsecured PHI or PI which compromises the availability, confidentiality, security, privacy, and/or integrity unsecured PHI or PI. The following are generally not breaches:

i. Disclosure of PHI or PI to an unauthorized person when the person would not reasonably be able to retain the information;

i. An unintentional acquisition, access or use of PHI or PI by an employee or individual within the scope of employment or professional relationship and made in good faith; 

ii. Disclosure was made inadvertently to an unauthorized individual in a similar role or position at a particular Healthcare System facility.

(e) Security Incident – an attempted or suspected “hack” or “Breach.”

Terms not otherwise defined shall have the meanings ascribed to such terms by HIPAA and in the Breach Notification Laws, as may be modified from time to time.

II. AUDITING
NCADD-NJ shall implement auditing mechanisms and processes to detect evidence of a Breach or Security Incident.  The Privacy Officer shall immediately be informed in the event of a discovery, actual or constructive, of any unauthorized acquisition, access, use or disclosure of PHI or PHI, or upon the identification of gaps within NCADD-NJ’s systems requiring safeguards or improvement. 

III. REPORTING
(a) NCADD-NJ shall require all personnel members to report Breaches and Security Incidents to the Privacy Officer using the following reporting medium [select one]:


(  Security Breach and Incident Hotline

(  Security Breach and Incident Report Form (see Exhibit A)

(  ___________________________ 

(b) NCADD-NJ shall require all Business Associates/Qualified Service Organizations (BA/QSAs) to report discovery of any actual or potential Breaches or Security Incidents no later than thirty (30) days, but preferably within fourteen (14) business days from the date of actual or constructive discovery of such Breach or Security Incident, irrespective of how the Breach or Security Incident occurred (e.g., paper or electronic), that BA/QSA should have reasonable discovered through any of its employees, agents or other workforce members. 

IV. RESPONSE  

(a) The Privacy Officer shall appoint an “Incident Response Team” (see Exhibit B).  The Incident Response Team shall be responsible for developing procedures to respond to Breaches/Security Incidents and shall immediately respond to, evaluate and investigate any and all reported Breaches or Security Incidents involving PHI and/or PI.
(b) The Incident Response Team shall investigate, gather and document all information related to the Breach or Security Incident, including but not limited to:

ii. general nature of Breach/Security Incident;

iii. Workforce member of NCADD-NJ or BA/QSA that was involved in the Breach/Security Incident;

iv. Any identified or potential recipient(s) of the PHI/PI;

v. The type and scope of PHI/PI accessed

vi. The name of the individual(s) affected by the Breach/Security Incident

(c) The Incident Response Team shall conduct a risk assessment to determine whether a “Breach” has occurred within the meaning of the Breach Statute or NJ Breach Notification Laws. 

(d)  Steps for investigating a reported incident and potential Breach should include at least an evaluation of the following:
i. Was the information De-identified, or a Limited Data Set minus dates of birth and zip codes?  (If Yes, not covered by the Breach Notification Laws). 

ii. Is the information PHI or PI, including Limited Data Sets? 

iii. Was the PHI or PI “unsecured”?

iv. Was there an “unauthorized” access, use or disclosure of PHI in violation of the Privacy Rule?

v. Is there an exception for the access, use or disclosure
?

vi. Does the Privacy Rule violation compromise the security or privacy of the PHI – e.g., is there a “substantial risk” of financial, reputational, or other harm” to the Patient?  Consider:
· Who used or was the PHI/PI disclosed to? (i.e., an “impermissible” disclosure to another covered entity provider may have less harm than a disclosure to recipient that is not a covered entity).

· Mitigation? (if immediately taken, mitigation may lower or eliminate the risk of harm to a patient (e.g., PHI will be returned, destroyed, or a confidentiality agreement was entered into)).

· PHI/PI Returned before access or improper use?  

· Type and Amount of PHI involved? May bear on risk (e.g., disclosure of PHI that includes only the patient’s name and fact he/she received services from a general provider may constitute a violation of the Privacy Rule, but not pose significant risk of financial or reputational harm; but, if a similar disclosure involves a patient name in connection with fact that he/she received services at a specialized provider (e.g., substance abuse treatments program) had a higher risk of reputational or other harm to the patient).

· Was it Limited Data Sets? These have a low risk of re-identification that may not meet the “risk of harm” threshold, and therefore not constitute a “Breach.”  

· If the Risk of Harm is “less than significant” or “eliminated by mitigation,” then the security and privacy of information may not have been “compromised,” and so a Breach may not have occurred.   If it is determined that a Security Breach has occurred, and there is a substantial “Risk of Harm” as a result, then Breach Notification procedures must be followed. 
(e) Breach Notification.  In the event the Incident Response Team determines that a Breach has occurred of PHI or PI, NCADD-NJ shall take the following steps to notify affected individuals, law enforcement officials and/or state and federal agencies.  


1.  Affected Individuals – NCADD-NJ shall take steps as may be reasonably necessary to notify Individuals who have been affected or who are suspected of being affected by a Breach.  For PHI, notice shall be provided without unreasonable delay and in no case later than sixty (60) days from discovery of the Breach by NCADD-NJ. For PI, notice shall be provided not more than 24 hours after notification by the Division of State Police to NCADD-NJ that disclosure will not compromise any investigation. Notice shall be provided by the following methods:

i. By written notice sent via first-class mail to the individual(s) last known address. 

ii. By telephone or other means, in addition to written notice, if risk is imminent of possible misuse and as such, it is urgent for individuals to be notified as soon as possible;

iii. By e-mail in lieu of written notice if the individual has previously specified such as his or her preferred method of contact and the notice complies with Sec. 101 of the Electronic Signatures in Global and National Commerce Act, 15 U.S.C. § 7001.

iv. Substitute forms of notice where individual(s) contact information is inadequate or out-dated or where there is contact information lacking for more than ten (10) individuals AND the substitute form of notice includes ALL of the following:

· E-mail Notice

· Conspicuous posting on the NCADD-NJ’s website, if any, for ninety (90) days OR posting in major print/broadcast media including in any geographic areas where affected individual(s) may reside; 

· Designation of a toll-free number for individuals to call for information regarding the Breach that is active for at least ninety (90) days; and

· Notice in major statewide media. 

2. Notice to Media – Where a Breach has occurred that is reasonably believed to have affected more than 500 individuals within any given state or jurisdiction, NCADD-NJ shall notify all prominent media outlets serving such state or jurisdiction. 

3. Notice to HHS – Where a Breach has occurred that is reasonably believed to have affected more than 500 individuals, NCADD-NJ shall notify the Secretary of the United States Department of Health and Human Services without unreasonable delay and in no case later than sixty (60) days from discovery of the Breach by NCADD-NJ. Notice may be submitted at http://transparency.cit.nih.gov/breach.index.cfm.  Where less than 500 individuals have been affected, the Breach may be logged by the Privacy Officer.  All Breaches occurring within a calendar year shall be logged separately by the Privacy Officer and submitted annually at http://transparency.cit.nih.gov/breach/index.cfm within sixty (60) days of the end of the calendar year. 

4. Notice to Law Enforcement – The NJ Breach Notification Laws require NCADD-NJ to notify the New Jersey Division of State Police in the event of any Breaches of electronic PI before notifying an individual(s) of the Breach.  Information provided to the State Police in connection with the Breach shall comply with the NCADD-NJ Policy and Procedure “Law Enforcement Requests” and “Required by Law”.  

5. Delays for Law Enforcement – Notification to individuals as provided for in this Policy and Procedures within the required timeframes may be delayed for law enforcement purposes to the extent permitted by the Breach Notification Laws.

6. Notice to Other Agencies – Where more than 1,000 individuals have been affected by a Breach, NCADD-NJ shall without unreasonable delay notify the Consumer Reporting Agencies with the time, distribution and content of the notifications sent under this Policy and Procedures.  

(f) Mitigation.  NCADD-NJ shall take such steps as reasonably possible, to mitigate any harm resulting from a Breach/Security Incident, including evaluative, disciplinary and other corrective action where appropriate to prevent re-occurrence of the Breach/Security Incident. 

(g) All documentation related to suspected or actual Breach/Security Incidents shall be retained for six (6) years from the date of the Breach/Security Incident. 

EXHIBIT A
SECURITY INCIDENT RESPONSE OUTCOME

	Responsible Incident Response Team Representative:
	

	Date of this Outcome Report:
	

	
	


1. Assessment of Breach/Security Incident(s):  ________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

2.  Source(s) of Assessment (e.g., report form; interviews; consultants’ feedback): __________ _____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

3.   Actions Taken:  ______________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

4.  Outcome: ___________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

EXHIBIT B

SECURITY INCIDENT RESPONSE TEAM DESIGNATIONS

	Individual


	Role/Responsibility

	1. Privacy/Security Officer


	> Intake of Incident Report  

> Oversight  

> Outcome Reporting

	2. Program Director
	> Media Intervention

> Law Enforcement Intervention

> Client Intervention

> Business Partners Intervention

	3. IT Supervisor
	> IT Intervention

	4. IT Staff – [insert name]
	> IT Intervention

	5. Human Resources 
	> Employee Intervention (i.e., Sanctions)

	
	

	
	

	
	

	
	


23. MARKETING 

POLICY:
NCADD-NJ shall obtain signed written Authorization from an Individual before it uses or disclosures any PHI for communications defined by HIPAA as “Marketing” EXCEPT when the communication is in the form of: A face-to-face communication made by NCADD-NJ to the Individual; or a promotional gift of nominal value provided by NCADD-NJ.  
PURPOSE:
To ensure appropriate authorizations are obtained from clients prior to any marketing communications being sent to patients, even where such communication would excluded as “marketing,” as required by HIPAA and 42 CFR Part 2. 

PROCEDURES:
I. COMMUNICATIONS AS MARKETING

A. NCADD-NJ shall treat any statement that encourages recipients of the communication to purchase products or to use services as “Marketing” UNLESS such communication is made:

· For treatment of the Client, including case management or care coordination for the Client, or to direct or recommend alternative treatments, therapies, health care providers, or settings of care to the Client, however, that if the communication is in writing and the health care provider receives financial remuneration in exchange for making the communication, certain requirements (as described below) are met; or

· To provide refill reminders or other communications concerning drugs or biologics currently being prescribed to the Client, but only if any financial remuneration received is reasonably related to NCADD-NJ’s cost of making the communication

· For the following health care operations activities, except where the Covered Entity receives financial remuneration in exchange for making the communication:

· To describe a health-related product or service (or payment for such product or service) that is provided by or included in a plan of benefits of NCADD-NJ making the communication, including communications about: (i) the entities participating in a health care provider network or health plan network or health plan network; (ii) replacement of, or enhancements to, a health plan; and (iii) health-related products or services available only to a health plan enrollee that add value to, but are not part of, a plan of benefits.

· For case management or care coordination, containing of clients with information about treatment alternatives and related functions to the extent such activities do not fall within the definition of treatment.

In addition, NCADD-NJ shall treat arrangements between NCADD-NJ and any other entity whereby NCADD-NJ discloses PHI to the other entity, or receives PHI from the other entity, in exchange for financial remuneration in order to allow the other entity, or NCADD-NJ on behalf of the other entity, to communicate about its own product or service, as “Marketing”.  

II.  PERMISSIBLE ACTIVITIES

1. “Marketing” is any communication about a product or service that encourages recipients of the communication to purchase or use the product or service.

2. “Financial remuneration” is any direct or indirect payment from or on behalf of a third party whose product or service is being described, excluding payment for the treatment of an Client.

3. NCADD-NJ shall NOT treat the following as “Marketing”:

a. Mailings promoting health in a general manner (client consent must be obtained prior to sending any such communications to the individual).  

i. For example:

· about health or “wellness” classes

· about support groups

· about health fairs

b. Communications about government and government-sponsored programs such as Medicaid, supplemental benefits, or SCHIP (client consent must be obtained prior to sending any such communications to the individual).

c. Calendars, pens, and the like that display the name of a product or provider (but only when provided by NCADD-NJ).
4. [NOTE: This requirement is subject to removal by the HITECH July 14, 2010 Proposed Rule] Arrangements between NCADD-NJ and Business Associates whereby NCADD-NJ PHI is disclosed to a Business Associate, in exchange for direct or indirect payment of any kind, in order to allow the Business Associate to communicate to patients about its own product or services will be treated as Marketing] Written authorization from patients is required prior to disclosure of the PHI to the Business Associate, provided a Qualified Service Organization Agreement is between the Business Associate and NCAD-NJ UNLESS:
i. The communication describes only a drug or biologic that is currently being prescribed for the recipient of the communication and any payment received by NCADD-NJ in exchange for the communication is reasonable in amount; or

ii. The communication is made by NCADD-NJ and the Healthcare System entity obtains from the recipient of the communication a valid authorization with respect to the communication; or

iii. The communication is made by a Business Associate on behalf of NCADD-NJ and the communication is consistent with the written contract or other written arrangement between the Business Associate and NCADD-NJ.

5. When considering whether, pursuant to the definition contained in this Policy, a communication is “Marketing,” NCADD-NJ shall consider whether the effect of the communication meets the definitional criteria of “Marketing.”  It is irrelevant whether or not the intent of the communication was for marketing purposes.  All questions concerning clarification as to whether a communication is “Marketing” shall be directed to the Privacy Officer.  

6. If it is determined that a communication is “Marketing,” NCADD-NJ shall obtain a signed HIPAA-compliant Authorization from the Client prior to using or disclosing PHI for Marketing purposes.   The Authorization shall specify what PHI is being disclosed and for what purpose.  At all times a written authorization is required to send any written communications to an individual, even if such communication would not be considered marketing for purposes of HIPAA.  

7. NCADD-NJ shall NOT seek or obtain “Blanket Authorizations” for Marketing as such are expressly PROHIBITED under HIPAA and 42 CFR Part 2.  NCADD-NJ shall obtain a signed Authorization from the Client each time NCADD-NJ wishes to disclose patient PHI for a purpose other than described on a previous signed Authorization.   

8. [If applicable to NCADD-NJ, for written treatment communications about health-related products or services made in exchange for financial remuneration, NCADD-NJ shall include in its Notice of Privacy Practices (a) a statement that NCADD-NJ may from time to time send such treatment communications to clients where NCADD-NJ receives financial remuneration in exchange for making the communications and that the client may opt out of receiving such communications; and (b) that the treatment communication itself disclose the remuneration and provide the client with a clear and conspicuous opportunity to elect not to receive such communications in the future which shall not cause the client an undue burden or more than nominal cost.] 

9. Disclosures made under this Policy shall be made pursuant to NCADD-NJ’s accounting of disclosures policy and procedures and maintained for a period of six years from the date of such disclosure.  

24.  AUDITING

POLICY:  
NCADD-NJ shall ensure that activities within its information systems that contain or use e-PHI are recorded by hardware, software and/or procedural mechanisms and periodically examined in order for NCADD-NJ to audit compliance with these privacy policies and procedures and to detect any other unauthorized uses of NCADD-NJ’s information systems. 
PURPOSE:
To set forth the procedures for auditing all information systems that contain client PHI to safeguard against unauthorized uses and disclosures of client PHI.  These procedures are separate from the access log required to be maintained for the provision of access reports as required by HIPAA and addressed in Section 11 of these policies and procedures.  
I.  RISK ASSESSMENT

1.  
NCADD-NJ shall conduct a risk assessment to identify the systems or activities that NCADD-NJ will track or audit as well as current technological infrastructure, hardware and software capabilities.  The focus shall be on the e-PHI that is most at risk.  NCADD-NJ shall also determine the appropriate scope for identified system audits.

2.  
NCADD-NJ shall use the results of the risk assessment to determine which systems and activities should be tracked and audited. At a minimum, NCADD-NJ shall monitor Create, Read, Update, & Delete system functions.

II.  AUDIT LOG

1.
The audit log (record or trail) shall be immutable (unchangeable or clearly tamper evident) and should include at a minimum:

· The identity of the client whose PHI/Data was accessed;

· The identity of the User accessing the PHI/Data;

· The type of PHI/Data accessed;

· The date and time of the access;

· Any unsuccessful access attempts (failed logins, etc).

2.  
The audit log shall be reviewed at least annually and any suspect activity reported to the Privacy Officer/Security Officer. 

III.  ONGOING EVALUATION/MONITORING

1.  Existing system capabilities and tools for auditing shall be evaluated for effectiveness   by NCADD-NJ IT Department and changes or upgrades shall be made as necessary.

2.  NCADD-NJ shall determine how decisions on audits and reviews shall be made, who is responsible for the overall audit process and results, the frequency of audits, how they will be analyzed, the sanction policy for workforce member violations and maintenance of audit information.

3.  NCADD-NJ shall ensure that workforce members are trained on how the review/audit policy could affect them.

4.  
NCADD-NJ shall address how the exception reports will be reviewed, where the monitoring reports will be filed and maintained, whether there is a formal process in place to address system misuse, abuse and fraudulent activity and how appropriate workforce members will be notified regarding suspect activity.

5. 
Audit logs shall be maintained for a period of six (6) years from the date on which the PHI/Data is accessed. 
25.  SECURITY MANAGEMENT PROCESS

POLICY & PURPOSE:  NCADD-NJ strives to prevent, detect, contain and correct all security violations.  To accomplish this, NCADD-NJ: 
· Performs a risk analysis whereby the potential risks and vulnerabilities to confidentiality integrity and availability of e-PHI are be assessed (Required); 

· Implements security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level (Required); 

· Applies sanctions against workforce who fail to comply with security policies and procedures (Required); and

· Implements procedures to regularly review records of information system activity, such as audit logs, access reports and security incident tracking reports (Required).
PROCEDURES:

1. NCADD-NJ shall identify relevant information systems that store e-PHI/Data, either temporarily or permanently.  NCADD-NJ shall include all hardware and software that are used collect, store, process, or transmit e-PHI/Data.

2. NCADD-NJ shall analyze business functions and verify ownership and control of information system elements as necessary. The following should be considered:

· Who or what department is responsible for the specific hardware or software?

· Whether the current information system configuration is documented, including connection to other systems?  

· Have the types of information and uses of that information been identified and the sensitivity of each type of information been evaluated?  

3. NCADD-NJ shall conduct a risk assessment annually or more frequently as may be appropriate and determine:

· What is the system characterization (e.g., hardware; software; system interfaces; data and information; people)?

· What is the system mission?  

· Are there vulnerabilities or weaknesses in security procedures or safeguards? 

· Are there any events that can negatively impact security?  

· What controls are in place?

· What is the potential impact that a security breach could have on NCADD-NJ’s operations or assets, including loss of integrity, availability or confidentiality?

· What are the recommended security controls for the information and the system, including all the technical and non-technical protections in place to address security concerns?

· What is the residual risk?

4. NCADD-NJ shall document output and outcomes from the risk assessment. Documentation shall be retained for a period of six (6) years. NCADD-NJ shall document the decisions concerning the management, operational, and technical controls selected to mitigate identified risks.  Documentation shall be retained for a period of six (6) years. 

5. NCADD-NJ shall determine whether additional hardware, software and/or services may be needed to adequately protect e-PHI/Data and, if “yes,” make appropriate selections taking into consideration (1) applicability of the IT solution to the environment (2) sensitivity of data (3) NCADD-NJ’s Security policies, procedures and standards and (4) resources available for operation, maintenance and training.

6. NCADD-NJ shall establish roles and responsibilities for the implementation of each control to particular individuals or offices.

7. NCADD-NJ shall develop and implement procedures to be followed to accomplish particular security related tasks.

26.  CONTINGENCY PLANS

POLICY:
NCADD-NJ maintains contingency plans for responding to an emergency or other occurrence (e.g., fire, vandalism, system failure or natural disaster) that damages systems that contain e-PHI.  
An established and implemented “Data Backup Plan” provides a plan by which retrievable exact copies of e-PHI are created and maintained.  An established and implemented “Disaster Recovery Plan” provides for a mechanism by which lost data may be restored.
An established “Emergency Mode Operation Plan(s)” enables the continuation of critical business processes for protection of the security of e-PHI while operating in emergency mode. 
“Reasonable and appropriate” periodic testing of contingency plans are conducted and related procedures will be revised accordingly. “Reasonable and appropriate” periodic assessment and analysis of the relative criticality of specific applications and data in support of other contingency plan components will be conducted.  

PURPOSE:
These procedures set forth the contingency plans and response procedures for NCADD-NJ to continue operations after an emergency or other occurrence has occurred that affects all systems containing e-PHI.

PROCEDURES:
I. APPLICATIONS AND DATA CRITICALITY ANALYSIS
NCADD-NJ shall:
(a) Identify the activities and materials that are critical to daily business operations (e.g.,electronic medical records, billing processes).
(b) Identify the automated processes that support the critical services or operations (e.g., hardware; software; power supply; IT personnel).
(c) Determine the amount of time that NCADD-NJ can tolerate power outages, disruption of services and/or loss of capability. 
(d) Identify practical and feasible preventive measures for each defined scenario that could result in loss of a critical service operation.
(e) Establish cost-effective and timely strategies for recovering the identified critical services, data or processes.
II. DATA BACKUP/DISASTER RECOVERY PLAN

NCADD-NJ shall:
(a) Develop and implement a “Data Backup Plan” (see Exhibit A) to provide for the creation and maintenance of retrievable exact copies of all e-PHI.  
(b) Ensure back-up e-PHI is retrievable in accordance with the Data Backup Plan.
(c) Develop and implement a “Disaster Recovery Plan” (see Exhibit B) to providing for the restoration of any data lost as a result of a system “interruption” (e.g., fire, vandalism, natural disaster, system failure).  
III. EMERGENCY MODE OPERATION PLAN. 

NCADD-NJ shall:
(a) Develop and document one or more Emergency Mode Operation Plan(s) (or “EMOPS”) (see sample at Exhibit C “EMOP: Computer System Failure”) in the event of an emergency (e.g., system failure, blackout, fire, vandalism, natural disaster) to enable continuation of critical business processes for protection of the security of e-PHI while operating in emergency mode.  

(b) An EMOP should be activated when an emergency that may impact critical business processes is reasonably anticipated, as well as during an actual emergency.  The determination to activate an EMOP can be made by [any employee/supervisor] of NCADD-NJ who believes that such action shall protect the security of e-PHI.  In the event of uncertainty as to whether an EMOP should be activated, the Security Officer and Privacy Officer should be contacted.  

(c) Make available an emergency call list to all workforce members of NCADD-NJ.

(d) Ensure that workforce personnel and/or individuals that must be provided access to the e-PHI of NCADD-NJ in the event of an emergency or a disaster are listed in the EMOP.

(e) Ensure that all appropriate agreements are in place with outside vendors key to the disaster recovery plan.

(f) Train all appropriate workforce members as to their responsibilities in each EMOP.

IV. TESTING AND REVISION OF PROCEDURES

(a) NCADD-NJ shall test all procedures at least annually.  Testing should be conducted in accordance with the testing procedures outlined in the respective EMOP and documented.  If possible, outside vendors will be involved in testing exercises.  If it is not “reasonable and appropriate” to conduct periodic testing of contingency plans and revise related procedures accordingly, document the reasons why and a reasonable alternative (see attached Appendix).
(b) NCADD-NJ shall assess the relative criticality of specific applications and data in support of other contingency plan.  Consider the following: (1) network architecture diagrams and system flowcharts showing structure, equipment and system interdependencies; (2) critical business processes and their associated outage tolerance; (3) key applications and systems used to support critical business processes;  (4) Other: [list other considerations here]


(c) NCADD-NJ shall maintain a list of key applications and systems and their recovery time objectives.  If it is not “reasonable and appropriate” to conduct periodic assessment and analysis of the relative criticality of specific applications and data in support of other contingency plan components, NCADD-NJ shall document the reasons why and a reasonable alternative (see attached Appendix).

APPENDIX

Documentation Requirement for

“Addressable” Implementation Standards:

1.  Periodic Testing Of and Revisions To Contingency Plans  


A) It is not “reasonable and appropriate” to conduct periodic testing of contingency plans and revise related procedures accordingly because: ______________________________


________________________________________________________________________


________________________________________________________________________

________________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to periodic testing of contingency plans and revision of procedures:___________________________________


________________________________________________________________________


________________________________________________________________________


________________________________________________________________________

________________________________________________________________________

B)   If is not “reasonable and appropriate” to conduct periodic testing of contingency plans and revise related procedures accordingly and there are no reasonable alternatives, the reasons why are: _________________________________________________________


________________________________________________________________________


________________________________________________________________________

________________________________________________________________________

2.  Periodic Assessment & Analysis of Relative Criticality of Specific Applications & Data

A)  It is not “reasonable and appropriate” to conduct periodic assessment and analysis of the relative criticality of specific applications and data in support of other contingency plan components because: _____________________________________________________

________________________________________________________________________


________________________________________________________________________

________________________________________________________________________
NCADD-NJ shall use the following reasonable alternative to conduct periodic assessment and analysis of the relative criticality of specific applications and data:____________________________________________________________________

________________________________________________________________________


________________________________________________________________________

________________________________________________________________________


B)   If is not “reasonable and appropriate” to conduct periodic assessment and analysis of the relative criticality of specific applications and data in support of other contingency plan components and there are no reasonable alternatives, the reasons why are: ________ 

________________________________________________________________________


________________________________________________________________________

________________________________________________________________________
EXHIBIT A

DATA BACKUP PLAN

	Type of e-PHI 


	Location of e-PHI
	Data Backup Strategy

Or Mechanism Utilized


	How Backed Up e-PHI is Retrieved

	[e.g., Individual Medical]
	[e.g., ICU computer]
	[e.g., on site reel-to-reel]
	[e.g., contact Security Officer or IT Supervisor]

	[e.g., Individual Medical]


	[e.g., off-site internet-based backup]
	[E.g., off-site vendor]

Vendor:

Contact:

Main #:

24 Hotline:

Services Provided:
	[e.g., contact External Vendor]

	
	
	
	

	
	
	
	

	
	
	
	


TESTING PROCEDURES

1. 
Determine whether it is feasible to actually take down functions/services for the purposes of testing.

2. 
Determine whether testing should be done during normal business hours or during off hours.

3.  
If a real operational scenario shall be staged, including actual restoration of primary data lost, make key decision regarding how the testing will occur.  Designate a “team” of individuals to conduct the testing OR involve external entities (vendors, alternative site/service providers) in testing exercises).  The test plan shall be carefully developed as not to cause any deleterious disruption to Individual care.

4.  “Tabletop” exercises will be conducted in lieu of real operational scenarios when real scenario testing would not reasonable.

This Disaster Recovery Plan was last tested on:  _____________ 

Coordinator who manages, maintains

and updates this Disaster Recovery Plan is:  ________________________________

EXHIBIT B

DISASTER RECOVERY PLAN

	Type of e-PHI 


	Location of e-PHI
	Data Backup Strategy

Or Mechanism Utilized


	How to Restore 

Lost  e-PHI

	(e.g., Individual Medical)


	(e.g., ICU computer)
	(e.g., reel-to-reel; off-site vendor [insert name]; web-based database etc.)
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


TESTING PROCEDURES

1. 
Determine whether it is feasible to actually take down functions/services for the purposes of testing.

2. 
Determine whether testing should be done during normal business hours or during off hours.

3.  
If a real operational scenario shall be staged, including actual restoration of primary data lost, make key decision regarding how the testing will occur.  Designate a “team” of individuals to conduct the testing OR involve external entities (vendors, alternative site/service providers) in testing exercises).  The test plan shall be carefully developed as not to cause any deleterious disruption to Individual care.

4.  “Tabletop” exercises will be conducted in lieu of real operational scenarios when real scenario testing would not reasonable.

This Disaster Recovery Plan was last tested on:  _____________ 

Coordinator who manages, maintains

and updates this Disaster Recovery Plan is:  ___________________________________

EXHIBIT C

Emergency Mode Operation Plan:

Computer System Failure

Billing -  Non-critical  /  Critical (circle one) Function

	Impact on e-PHI


	Contingency Strategies

	Individual data cannot be entered
	1.   Document Individual data in written form.

2.   Store temporary written record in secure location.

3.   Transfer written data onto computer system when system capability has been restored.

	Individual data cannot be transmitted
	1.   Determine whether failure to transmit Individual data would result in untimely submission of claim and, therefore, loss of reimbursement by the carrier/HMO.

2.   If failure to transmit data would result in loss of reimbursement, determine whether carrier/HMO will accept the claim information through another medium (e.g., fax; e-mail).

2.   Ensure alternate medium is secure to protect Individual information.

3.   Transmit Individual data by alternate medium.  If necessary, retransmit Individual data to carrier/HMO in electronic format when capability to transmit information has been restored.

	Other:


	


EXTERNAL ORGANIZATIONS/ SUPPORT TO UTILIZE:

1. Hardware Vendors: __________________________________________________________

2. Information Technologists: ___________________________________________________

3.  Electrical:      ________________________________________________________________

TESTING PROCEDURES

1. 
Determine whether it is feasible to actually take down functions/services for the purposes of testing.

2. 
Determine whether testing should be done during normal business hours or during off hours.

3.  
If a real operational scenario shall be staged, including the actual loss of compute capability, make key decision regarding how the testing will occur.  Designate a “team” of individuals to conduct the testing OR involve external entities (vendors, alternative site/service providers) in testing exercises).  The test plan shall be carefully developed as not to cause any deleterious disruption to Individual care.

4.  “Tabletop” exercises will be conducted in lieu of real operational scenarios when real scenario testing would not reasonable.

This Contingency Plan was last tested on:  _____________ 

Coordinator who manages, maintains

and updates this Contingency Plan is:  ___________________________________

27.  MITIGATION

POLICY:
NCADD-NJ shall mitigate, to the extent reasonably practicable, any harmful effects reasonably known that would arise from a use or disclosure of PHI or PI in violation of HIPAA, 42 CFR Part 2, and any applicable state laws and regulations and these privacy policies and procedures

PURPOSE:
These procedures set forth NCADD-NJ’s response to any improper use or disclose and the steps that must be taken in order to safeguard client’s from further harm.  
PROCEDURES:
1. If an improper use/disclosure of PHI/PI in violation of HIPAA, 42 CFR Part 2, state law and/or NCADD-NJ’s privacy policies and procedures is discovered; or NCADD-NJ is advised of a violation by personnel, a Business Associate/Qualified Service Organization, or any agency with whom NCADD-NJ is acting with:

a. Take reasonable efforts to halt the improper use and/or disclosure and mitigate any reasonably known harmful effects of the use and/or disclosure; and

b. Refer the issue to the Privacy Officer immediately to determine appropriate steps; and

c. Notify any affected Business Associate/Qualified Service Organization and/or agency, if applicable.

2. Upon identification or isolation of the improper use/disclosure, the Privacy Officer shall monitor remediation and refer any individual involved for re-training on the specific issue leading to the improper disclosure where appropriate.  

3. In the event the improper use/disclosure or violations appears to be widespread, the Privacy Officer shall document the event, re-evaluate safeguards for gaps and make changes as needed, and monitor remediation activities.  

See also, NCADD-NJ’s Security Breach and Incident, Section 22, if the situation involves the possibility of a “Breach” or other Security Incident.







� An incident will not be considered a Breach if it falls into one of the following exceptions:


Unintentional Exception:  unintentional access, acquisition, or use of PHI is not a “breach” if it was: 


By a workforce member under the direct control of the CE or BA; 


In “good faith” unintentional;


Within course/scope of the employment/ professional relationship (with CE/BA); and 


Was not further acquired, accessed, used or disclosed in a manner not permitted under the Privacy Rule. 





Example: a billing employee receives and opens an e-mail containing PHI about a patient which a nurse mistakenly sent to the billing employee.  Billing employee notices the intended recipient, alerts the nurse, and deletes it.  The billing employee unintentionally accessed the PHI to which he was not authorized to have access, but since the billing employee’s use of the information was in good faith and within the scope of authority, it does not constitute a breach – as long as the employee did not further use/disclose the information accessed in a manner not permitted by the rules.  


 


Inadvertent Exception:  inadvertent disclosure of PHI is not a “breach” if it was:


From a person who is otherwise authorized to access the PHI at the facility of the CE or BA


To another similarly situated person at same facility and 


The information received is not further acquired, accessed, used, or disclosed without authorization by any person.





Not Retained Exception: if an unauthorized person to whom such PHI is disclosed would not reasonably have been able to retain such information -- no breach.  
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